ZKIT®, 2012, rom 142, Boim. 6 (12), crp. 1108-1126

© 2012

SHTPOMUMHBLIE COOTHOLUEHWNSA HEOMNPEOENEHHOCTEN
N CTONKOCTb ®A30BO-BPEMEHHOIN KBAHTOBOW
KPUNTOMPA®N NP KOHEYHbLIX OJTNMHAX
NEPEOABAEMBbIX MOC/AEOOBATE/IbHOCTEN

C. H. Moaomxos"

Axademus xpunmozpaguu Poccutickoli Dedepayuu
121552, Mocxkea, Poccus

Hremumym gusuru meepdozo meaa Pocculickotl axademuu nayx
142432, Yeprnozaonrosxra, Mocrosckas 064., Poccus

Mocxkosckuti 2ocydapemeenunti ynusepcumem um. M. B. JlomoHnocosa
119899, Mocxea, Poccus

IToctynuma B pemakiuio 22 mas 2012 .

Joboli ceaHc renepauun kntodell CoaepXXNT KOHEHHOE HCI0 NOCHIIOK KBAHTOBbLIX COCTOSIHII, MO3TOMY NpaKTu-

HECKN BaXXHO NOHNMATb MPUHUNNNAJIbHbIE OFPAHNYEHNSA HA MWHNMANbHYHK AJIMHY NOCNEA0BATE/IbHOCTN, H906—

XOONMYK ON1A NONy4HeHUsA CEKPETHOro Kirk4a 3ap,aHHoﬁ ANNHBbI. 9HTp0I‘II/IﬁHbIe COOTHOLWEHNA HeonpeneneH-

HOCTEIA Ansa Crna>XeHHbIX min- un max—3HTpon|/|ﬁ NO3BONIAKOT CYyUWECTBEHHO YyNpPOCTUTb N COKPATUTb A0Ka3a-

TenbCTBO cekpetHocTu. [TpuBeseHo [0Ka3aTeNnbCTBO CEKPETHOCTN AJ1si KBAHTOBOTO PACNpeAesieHns Ko4ei ¢
dazoBo-BpemeHHEIM KogupoBaHuem. [laHHbili npoTokon obecneqnBaeT MakCuMasbHYH, MO CPABHEHNIO C ApYy-
rMMU NPOTOKONAMU, KPUTUHECKYIO OWINOKY, [O KOTOPOI rapaHTUpyeTCsl CEKPETHOE pacnpefeneHmne KroHeii.
Kpowme Toro, B oTnn4ne ot gpyrux 6asosbix npotokonos (Tuna BB84), koTopbie ya3BMMbI MO OTHOLIEHUNIO K
aTake C «OC/enfieHneM» aBUHHbIX (DOTOLETEKTOPOB, AAHHbIA MPOTOKOM YCTOWYNB MO OTHOLIEHUIO K TaKOii

aTake N rapaHTNpyeT CEKPETHOCTb KJTHOHENA.

1. BBEAEHUE

CekpeTHOCTh KITI0OYel B KBAHTOBOM Kpuirrorpadun
rapaHTUPyeTcss (PYHIAMEHTATbHBIMA 3aPeTAMU KBaH-
TOBOIl MEXaHWKM Ha KOMHpOBaHue [1| m Ha pasmmdn-
MOCTb KBaHTOBBIX cocrosuuii [2]. HekommyraTusnocTh
napbl HAOIIOAaeMbIX (SPMUTOBBIX oneparopos) R u L
rapaHTUPYeT HEBO3MOXKHOCTL CYIIECTBOBAHUS OOt
CUCTEMBI COOCTBEHHBIX BEKTOPOB 3TUX OMepaTopon. Or-
CyTCTBHE OOIIeil CHCTEMbI COOCTBEHHBIX BEKTOPOB IIPH-
BOIWT K (PYHIAMEHTAIBHBIM COOTHOIEHUSIM HEOTIPEIe-
nennocreii Teitzentepra [3]. Tlocmemume darrTnaeckn
03HAYAIOT HEBO3MOYKHOCTH BBIOOpA 00Iero 6asmca m3-
MepeHwuii, mpu KOTOPOM € JOCTOBEPHOCTHIO (BEPOATHO-
CTHIO eIMHUIIA) MOXKHO PA3IMIATh HEKOMMY THPYIOIINE
HabOII01aeMbIe.

B kBanTOBOII Kpunrorpadun B KAYECTBE TAKUX Ha-

*E-mail: sergei.molotkov@gmail.com

OTIOTAEMBIX BBICTYTIAIOT MATPUIIHI MIOTHOCTH — TIOJIO-
ZKUTeJIbHBbIE 3PMHUTOBBI OIEPATOPLI CO CIEJIOM eIUHU-
11a, OTBEYAIONINE, KAK MPABUJIO, YUCTHIM WHMOpPMAIIU-
OHHBIM KBAHTOBBIM COCTOSTHUSM.

OCHOBHBIM MapaMeTpoOM JHO0OT0 TTPOTOKOIA KBaH-
TOBOIl KpunTorpaduu sIBISETCST KPUTHYECKAsT OITHO-
Ka (¢, 10 KOTOPOI rapaHTUPYETCs CEKPETHOe Pacipe-
genenne kmoueii. Kpurnyeckas ommbka Bcex u3BecT-
HBIX TTPOTOKOJIOB KBAHTOBOTO DACTIPEIETEHNsT KITIOUei
He npesbimaer 20% [4]. Yem Gombine KpuTHYecKas
ommOKa, TeM Oosilee yCTOUYUBBIM SBIISETCS MTPOTOKOI
MO OTHOIIEHUIO K IIyMaM AlMapaTypbl U IeHCTBUSM
oy muBaTe . HamoMuuM, 910 OMMMOKN Ha, TTPUEM-
HOM CTOpPOHEe, BO3HUKAIOMWE OT JeUCTBUN MOACTYIIN-
BaTEJS W MIYMOB ammapaTyphl, MPUHIMTHAILHO HEBO3-
MOYKHO pazandnTh. [To3TOMy Bce OIMMOKHM CITHUCHIBAIOT-
cs HA JIEHCTBYSA TO/ICTYIINBATEIS.

IIporokon KBAHTOBOrO pAacCHpeIeneHus KJI09ei

BB84 [5] saBasiercst 6a3oBbiM. CylnecTByeT HECKOIBKO

1108



MITP, Tom 142, Bemn. 6 (12), 2012

DHTpONuiiHble COOTHOLLEHNS] HEONMPEAENEHHOCTE . . .

JIOKa3aTenbCTB cekperHocTu mporokona BB84. Ilep-
BOE TIOJHOE W JIOCTATOYHO CJIOKHOE OKA3ATENIhCTBO
croiixoct BB84 mpesncrasieno B padore [6].

JlokaszareabcTBO, MpUBENeHHOe B pabote [7], sBis-
eTCs WIEHHO TOCTATOMHO TIPOCTHIM, OIHAKO B HEM TTPEI-
MONATAETCS UCTIOMB30BAHNE KBAHTOBOM MAMATH HA MPH-
eMHOi CTOPOHE, 9TO HEeMmpUeMJIeMO B PeaNbHONl CUTY-
amn. [IpocToe JOKa3aTeIbCTBO CTORKOCTH MPOTOKOIA,
BB84 ¢ ucnonb3oBaHreM KBAHTOBBLIX KOJOB U B ACHM-
ITOTHYIECKOM TPeieie GECKOHETHO ITMHHBIX MePeIaBa-
eMBbIX TOCTIe0BaTeIbHOCTEH OBIIO 1aHo B padore [8].
Bazkubiii miar 6bu1 caenan B padore [9], rae 6b110 npes-
JIOZKEHO HCHOTB30BATH COOTHOIIEHUST HEONPEIETeHHO-
creil IS OKAa3aTeNbCTBa CcekperHocTu. lamee umest
MCTIONIL30BAHNS SHTPOMUITHBIX COOTHOTTEHNH HEOTPeIe-
JIEHHOCTHU COBMECTHO CO CIITAZKEeHHBIMI KBAHTOBBIMHE SH-
TpormuaMn PeHbn ObIIa JOBEAEHA 0 JOTHYECKOTO 3a-
Beprrrenns B paborax [10, 11]. Pematommit Briaazs B pas-
BATHE MATEMATHYECKOrO AMMAPATA Jjisi KBAHTOBOH Te-
opun nHMOPMAIAN ¢ TPUMEHEHUEM CIITAZKEHHBIX KBaH-
TOBBIX SHTPOMWI OB cenan B paborax Pennepa [12].
CoBMeCTHOE MCNOMB30BAHUE CTIAKEHHBIX SHTPONWIA 1
SHTPONUNHBIX COOTHOIIEHUN HEONPEAeIEHHOCTH TO3BO-
JINJIO yTIPOCTHTH JOKA3ATETHCTBO CEKPETHOCTH MPOTO-
korma BB84 u caemars ero Gonee npospadnbiv [11].

enpio ganuoil paboThl ABIAETCA JOKA3ATETHCTBO
CeKPETHOCTH TMPOTOKOIA KBAHTOBOTO (Da30BO-BPEMEH-
HOTO PacIpeeeHuss KIoveid, MpeToKeHHoro B pabo-
re [12] (cm. Takwxke [13,14]) nyst KOHEUHBIX JJIWH Tepe-
JTaBaeMBIX TIOCIeIOBATEIHLHOCTEH, OCHOBAHHOE Ha (hyH-
JIAMEHTATBHBIX SHTPONUIHBIX COOTHOIIEHUSAX HEOMpe-
nenenrocteit [10]. B maHHOM MPOTOKOIIE CeKpeTHOe Pac-
MpeIeIenre KIoueii BO3MOYKHO BIJIOTH 10 KPUTHYe-
ckoii ommbOku Q. — 50 %. /laHHas BenuUMHA KPHUTH-
YECKON OMMOKHU SABISAETCS TEOPETHIECKUM IPEIESIOM,
KOTODBIN He MOJKET ObITh yiryurren') .

IMpenenpras momycTumast OMUOKA IS KIACCHYE-
CKOro OMHAPHOTO KaHAJIa CBA3W 0e3 maMsiTu, 10 KOTO-
Poit MOKHO 6e30mMrO0YIHO MepeIaBaTh HHMHOPMAIIIIO B
ACUMIITOTHYECKOM TIPEENe JTHHHBIX MOCTEI0BATE -
Hocredt, @ — 50 % [13,14]. HedbopmanbHo 310 03Ha-
9gaeT, 9To npu 060 omubke @ < 50 %, MoGBIX CKOMb
YIOJHO MauibiX 0, € (0,6 — 0) u npu n > n(0, ) naiiger-
cs1 HaBOp KOJOBBIX CJI0B pasmepom N = 27(C(Q)+0) pa_
KOl 9TO MaKCUMAa/IbHAsA OMUOKA JeKOAupoBanus (pas-

) IIpoTOKON KBAHTOBOrO pacHpefeseHnst Kiodeit ¢ ¢aszo-
BO-BPEMEHHEIM KOJUPOBAHUEM HHTEPEeCeH TaKzKe W TeM, ITO B OT-
JUYue OT BOJIOKOHHBIX peasu3anuii mporokona BB84, xoropsie
ySI3BUMBL (HEe TAPAHTHPYIOT CEeKPETHOCTHb KJIIOYel) MO OTHOLIe-
HUIO K ATaKe C «OCJIEIJIeHHEeM» JIABHHHBIX JETeKTOPOB [15], sBors-
eTcs yCTOMYIMBBIM MO OTHOMIEHNIO K TaKOif aTake W rapaHTHPyeT
CeKPeTHOCTDh Kiouei [16].

JTMYIeHNsT KOJOBBIX CIOB) HE MPEBBICUT Perr(N,d) < &.
[IpenenbroOe KOMMUECTBO MHMOPMAIINN B OUTAX B Mepe-
cdere Ha ONHY TMO3WINIO, KOTOPOE MOYKET OLITh mepe-
JIAHO 9epe3 KaHAJ C [IyMOM, OrPAHWYEHO MPOIYCKHOM
CIOCOGHOCTDLIO KaHasta cBs3u [17, 18]:

k
C = lim lim — 1
(Q) e—=0n—o0 n7 ( )
e k — 9uCIo MO3UINi, HEeCYIIUX MOIe3Hy 0 nHdopMa-
110 (COOTBETCTBEHHO JI0JIA KOHTPOJBHBIX CHMBOJIOB B
nocjenoBarenbHocTu ectb n — k). Ilponyckuas cnoco6-
Hoctb (1) BbIpazkaercs 4epe3 B3aUMHYI0 UHMOPMAIUIO

C(Q) = max I(X;Y) =

{px ()}

= max (H(X) =~ H(X|Y)) =1-h(@Q). (2)

Maxcumym B (2) Gepercs Mo pachpeIeeHusiM BeposiT-
HOCTH Ha cuMBosax Bxomuoro andasuta X = {0,1};
Y ={0,1} — Boixonuoii andasur,

H(X)= - px(x)log,px(x),

T

H(X|Y) == px(z) x 3)

X ZPX|Y(JU|?J) log, px v (z(y),
y

h(Q) = —Qlog, Q — (1 - Q)logy(1 - Q).

Maxcumym B (2) mocTuraercss HA PABHOMEDHOM Dac-
upenenennn, npu srom H(X) = 1. Venosuas surpo-
mist H(X|Y) = h(Q) — xonmvectBo wHbOpMAIT B
OmTax, MUHUMAJIHLHO HEOOXOIWMOE [JIsi WCIPABICHUS
ommbok. IIpu @ — 50% npomyckuas cnocoGHOCTD
C(Q) — 0, 310 03HAYAET, YTO BCA TEPEIAHHAS TOCTE-
JIOBATEIHLHOCTH PACXOAYETCsT Ha, UCIPABIEHUE OIMMIOOK.
B kBanToBOit Kpunrorpadun moce nepeaadn KBamH-
TOBBIX cocTOsiHuil Asmcoii (mepepamomiasi CTOpOHA) u
M3MepeHuil Ha MpUeMHOil cTopoHe BoOOM JTernTuMHbBIE
MTOJIH30BATEN N UMEIOT OUTOBBIE TIOCTIEI0BATETHHOCTH X
n Y. IlocrenoBarensuocts Boba comep:RuT ommdKN ¢
BEPOSTHOCTHIO (). L7 X MCIpaBIEHUs UCTIOIB3YeTCsT
OTKDBITHIN AyTEHTUYHBIN KJIACCUYECKNI KaHAJ CBS3W,
qepe3 KOTOPBIH JTsT MCIIPABIEHUsT OMMOOK Tpedyercs
nepenarb h((Q)) 6uros undopmanuu Ha OAHY MO3UIMIO.
Jannas uaGOpMAIHSA JOCTYHA MOACIYIINBATETI0 —
Ese. Kpowme sroro, EBa nmeer erre madOpMAIIAIO O KITFO-
e, KOTOPYIO OHA MOy dijia 13 KBAHTOBOIO KAHAJIA CBsI-
30 TpU TepeJade KBAHTOBBIX COCTOSHUN OT AJnchl K
Boby. CoberBenno Bropzxkernue EBbl B KAHAT CBI3U U
OPUBOJUT K OmubdKe () Ha MPUEMHON CTOPOHE.
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IMockomnbky npu @ — 50 % Bes m10CI€0BATENBHOCTD
TPATUTCST HA UCIPABJIEHUE OIMMOOK, 3aBEIOMO HEIh3s
MOJIYYNTh CEKPETHBINA KJIIOY TPU BEPOSITHOCTU OITHO-
ku, menbmeii 50 %. ITosTomy Ha mepBBId B3rTsAm Ka-
JKETCS OUEBUIHBIM, YTO HE MOXKET CYIIECTBOBATH MPO-
TOKOJIOB KBAHTOBOT'O PACIIPEIETIEHUST KITFOUeli, KOTOPhIE
Obl rAPAHTUPOBAH CEKPETHYIO Hepegady KItodeil mpu
Q — 50 %. Opnako sTo He Tak. Huzke npuBenen Taxkoit
TTPOTOKOJ, JAHO MTPOCTOE JTOKA3ATENHCTBO €0 CeKPETHO-
CTH Ha OCHOBE (DYHIAMEHTATBHBIX SHTPOMUINHBIX COOT-
HOIIIEHUI HEeOIpeaeIeHHOCTeH, a TaKzKe BbIABJIEHA TIPU-
YUHA, TOCTUYKEHUST TEOPETUIECKOTO MPEJIEsIa, M0 KPUTHU-
geckoit ommboke Q. — 50 %.

Haa uporokona BB84 [6-11] muuna cexperHoro
KII0Ya I B ACHMITOTHYECKOM TMpesesie OeCKOHeYHO
JUIMHHBIX TIOCIEI0BATETHLHOCTEN paBHA

r=1-2h(Q). (4)

Koppexkius ommbok Tpedyer mepemadn mo OTKPBITOMY
kanaay h(Q) 6uros undopmanum, KOTopas JOCTYIHA
Egse. Kpowme Toro, mis nporokona BB84 nndopmarnus,
KoTopyio nmonydaer EBa m3 KBAaHTOBOrO KaHaja, paB-
ua h(Q) ouros. MudopManus Ha OJHY TOZUIUIO TTOCTE
HCIPABIEHUsT OMMUOOK COCTaBsier 1 OUT, MO3ITOMY TIpH
1=21(Q.) (Q. =~ 11 %) nnuna cekperHoro kiwda 06-
PAIaeTCst B HYJIb.

JL71s1 OmHOTIApAMETPUIECKUX TTPOTOKOIOB KBAHTOBO-
IO pacmpejesieHus KIodell, B KOTOPbIX IJIHHA CeKPeT-
HOTO KJIIOYa 3aBUCHUT TOJIHLKO OT OJJHOTO MapaMerpa —
BEPOSITHOCTH OMIMOKHU (), TOCTUIKEHNE TEOPETUIECKOTO
npegena o omubke Q. — 50 % oxaspiBaeTcs mpuHIM-
MHATHHO HEBO3MOYKHBIM.

JI1st IByXmapaMeTpudecKux MpOTOKOJIOB, TIe -
HA CEKPETHOrO KJII0Ya 3aBUCUT OT JIBYX MMApaMETPOB,
JIOCTHZKEHHE TOTO MPeJIeia OKA3bIBAETCST BO3ZMOXKHDIM.
JIist mpoTOKOIa KBAHTOBOTO (ha30BO-BPEMEHHATO pac-
npejesieHus KIodeil JjinHa CeKPETHOrO KII09a B ACHM-
OTOTHYECKOM TIpejieie BeCKOHEYHO JTMHHDBIX MOCTeI0-
BaresnbHOCTElH pasHa [13, 14]

r=1-h() - (1-38)h(Q), (5)

rae 0 — BEPOATHOCTb OTCYETOB B KOHTPOTHHBIX BpPe-
MeHHEIX OKHax [13,14]. TIpn «IBUKeHNN» B MIOCKOCTH
napamerpos (Q,6) (cm. auzke) BROAL Juaun § ~ 0 Kpu-
THYecKas ommoOKa mpoTokona @@ — 50 %, T.e. crpemnr-
CSl K TEOPETUIECKOMY TPEIEITy.

2. SHTPOIIUMHBIE COOTHOIIEHU S
HEOIIPEJEJIEHHOCTEN

CooTHOIIEHUs HEONPEIENTeHHOCTeH ObLIA BBEICHBI
Teiizenteprom [3| mis KAHOHUYECKH-CONPSZKEHHBIX Ha-

OomomaeMbIx @ 1 p. st IpOM3BOMBHBIX HAOTIOIAEMBIX
R u L ouu BBenenst Pobeprconom [19] u nmeror Bu
1
(AR)jy) (AL)yy = 1] R, L), ©)
[R,L]=R-L—-L-R,

rae |¢) € H — BEeKTOp COCTOSHUS KBAHTOBOI CHCTEMBI,
H — TpOCTPAHCTBO COCTOSTHUI KBAHTOBOI CUCTEMBI,

(AR)Ty, = (VIR*[Y) — (I RI¥))*

7 aHAJIOTUYIHO st (AL)|2¢>. DPMUTOBBI OmepaTopul R
7 L uMeIoT CHeKTpalbHbIe Pa3JIOKEeHU:

R=3rilr)(ril, L= Ll 0l (1)

N3mepenne HAOIIOJAEMBIX MOPOYKIAET PACIpeIeeHre
BEPOATHOCTEH HA TTPOCTPAHCTBE UCXOIOB, HYMEPYEMbIX
WHJIEKCAMU & U J:

Pry = {pr(ri)}rw = {|ri|0)* R v,
Ppy = {prj)}e,e = {110 1w

Coornomenust B ¢dpopme (6) HEMPUTOTHBI I WC-
MOMB30BAHUSA B 38/1a9aX KBAHTOBOI Kpunrorpaduu, mo-
CKONBKY HE MMEOT TeOPETUKO-UHMOPMAIMOHHON HH-
repriperanuu. Kpome TOro, JaHHbIe COOTHOIEHUS HEO]-
HOKPATHO TIO/IBEPTATUCH BIOJTHE OOOCHOBAHHON KPUTH-
ke [20]. I[IpaBas gactb (6) 3aBUCAT He TOTBKO OT HADIIIO-
JIAEMBIX, HO ¥ OT COCTOSIHHSI KBAHTOBOI CHCTEMBI 1)),
7 MIO9TOMY He SBIsSeTcsa HuKHeil rpanunteii. Hampumep,
eciu B Ka4ecTse |1)) B34Tb OJUH U3 CODCTBEHHBIX BEK-
TopoB R (unmm L), To mpaBas 4acTh HepaseHcTBa (6)
OyeT paBHA HYJIIO.

DHTPONUIHBIE COOTHOIIEHUs HEOMPeIeTIeHHOCTeH
BBeJIEHBI B pabore [21] m B majbHEHIEM yTOYHEHBI
BO MHOrHX paborax [20-24]. Durponumitnsie cOOTHOIIE-
HUST HEONPEJIETeHHOCTeH He OOJaJal0T OTMEYEHHBIMA
BBIIIE HEJIOCTATKAMHA W MMEIOT MPO3PAYHYI0 TEOPETH-
KO-uH(MOPMAIMOHHY IO HHTEPITPETAIIUIO.

2.1. DHTpPONUIHBIE COOTHOIIIEHUS
HeolIpeJeJIeHHOCTel JIJIA OTAeJIbHOM KBAaHTOBOM
CUCTEeMbI

IIycTh KBAHTOBASI CHCTEMA HAXOAUTCA B COCTOSTHUN
[¢)) m mapa nabmomaembix umeer Bug (7). DHTpONWMii-
HblEe COOTHOIIEHUs Heonpeenennocreil [21] Bbirssaar
CTeIYTONTAM OOpPA3OM:

H(Ppr,y) + H(Ppy) > —2log,c,

¢ = max |(ri 1), (8)
2,7

1110



MITP, Tom 142, Bem. 6 (12), 2012

DHTpONuiiHble COOTHOLLEHNS] HEONPEAENEHHOCTE . . .

e
H(z) = —wxlogyz — (1 — x)logy (1 — x)

— surponuitHag GyHkusg. lamree morapudmbel GepyT-
ca no ocuosanuto 2. IlpaBas uyacth nepasencrsa (8),
OTTpeIeNAIOMAA HUKHIOI TPAHUILY, HE 3aBUCUT TETeph
OT KBAHTOBOTO COCTOSIHHSI, & ONPEAEISIeTCS TOMBKO Car
MuMu HaOmOgaeMbiMu R u L, TouHee, MaKCUMAaTbHBIM
MePEeKPHITHEM WX COOCTBEHHBIX BEKTOPOB.

B rtakoMm BuzE COOTHONIEHHUST HEOMPEIEeHHOCTE
IMEOT TPOCTYIO TEOPETUKO-UH(MOPMAIIMOHHYO HHTED-
TMpPeTaNIio W HATPAMYIO CBA3anbl ¢ Teopemoii [Ilenno-
Ha 715 KOOWPOBAHWS AWCKPETHOTO MCTOYHWKA 6e3 ma-
maru [17,18]. CoberBentble duciaa OnepaTopoB MOZK-
HO paccMaTpuBaTh Kak aidaBuThl {ri,ra,...,Tpy}
u {li,la,... ,l,, }. TIpn n-xparHoM wu3MepeHnn Hab-
mogaemoit R (wnm L) xazxaplii pa3 HaJ OJUMHAKOBO
OPUTOTOBJIEHHBIM COCTOSIHUEM 1)) MOPOZKIAIOTCs 110~
cnenosarenbroctn {r}? = {r; iy, ... 1, b ({1} =
= {li,li,,...,li,}) ¢ coorBercTBYOIIUME BEPOT-
nocramu Pr, = pr(ri)pr(ri,) .. .pr(ri,) (Pry =
= pr(Liy)pr(liy) - - -pr(li,)). Kak ussecrro [25], uncio
TAMWYHBIX TOCIEI0BATETHLHOCTEH, KOTOPHIE BCTPEYAIOT-
Cs1 C BEPOATHOCTHIO, CTPEMSINEHCA K eJINHUIE, B ACHM-
OTOTUYECKOM TIPEJIeJIe JJIMHHBIX MOCIeI0BATEIHHOCTEH
B C/IyYae u3MepeHus HabIromaemMoi R npubIn3uTeabHO
pasio 2" (Pr.v)  CooTBETCTBEHHO, IPH H3MEPEHHH Ha-
Gionaemoit L ono npubmnusurensuo pasuo 27H(Fr.w),
MuHUMAIBLHOE KOTUYECTBO OUTOB WH(MPOPMAIINK, HEO-
XOJIUMOE /IS HyMEPAIuu BCEX THIUYHBIX MOCTEI0Ba-
TETBHOCTEH, TPUOJU3UTENHEHO PABHO COOTBETCTBEHHO
nH(Pry) n nH(Pr, ). DHTPONMAHLIE COOTHOIICHIS
HEONPeI/IEHHOCTel (8) TJIACAT, 4TO CyMMapHOe YHUCIO
6uTOB MHQMOPMAIMHA IPHA N-KPATHOM H3MEPEHUN MapPbI
HAOJTIOIAEMBIX Ha JII000M KBAHTOBOM COCTOSIHHH [1)) He
MOZKET OBLITH MEHBITE, UeM TpaBas 9acTh HEPABEHCTRA,
(8), KOTOpas JaeT MUHHMATIBHO HEOOXOANMOE KOTHYe-
cTBO OMTOB MHMOPMAIIAN JI/TsT OMUCAHMSA N, UCXOI0B 13-
Mepennit HadbaogaeMbx R u L.

2.2. DHTPOMUMHBbIE COOTHOMICHMSI
HeOoTlIpeIeJIeHHOCTEN 11 COCTABHBIX KBAaHTOBBIX
cucreM

DHTPONMUITHBIE COOTHOIIEHUST HEOTTPEIeIeHHOCTEH B
dbopme (8) a1t OTHEIBHOl CUCTEMBI BCE €I1e HEMPUTrO/I-
HBI 7 33729 KBAHTOBOII Kpunrorpadun. B kBanTO-
BOIT KpunTorpaduu TPUXOAUTCA UMETh JIeJI0 ¢ COCTaB-
HBIMH KBAHTOBBIMU CHUCTEMAMH, COCTOSIIAMA U3 TPEX
MTOJCUCTEM, OTHOCAIINXCA K IBYM JETHTUMHBIM TIOTh-
soBarensaM — Ajmce u BobOy W MOACIyITUBATENI0 —
Ese. Cocrosnme cocraBHOII KBAHTOBOH CHCTEMBI OIH-
CBIBACTCA MATPUIECH NIIIOTHOCTH PABE, ACHCTBYIOIIEH

B TEH30DHOM MPOU3BEIEHUU MPOCTPAHCTB COCTOSHIM
Ha@Hp @ HE.

IMycrs wan moxcucremoii A MpPOBOAUTCS OTHO W3
AByXx n3mepenuii. Jlioboe u3mepenne B KBAHTOBOW MeXa-
HUKE OMHUCHIBACTCST PA3JIOKEHNEeM equHUIbI B H 4. s
HAIIErO CJIy4dast UMeeM

IA:ZMma IA:ZNza (9)

KayKJOMY 3JTE€MEeHTAPHOMY HUCXOAy T UIA Z B KaXKIOM
U3MepeHnn COIIOCTABIACTCA IMMOJTOZKUTEe/TIbHad OIepaTop-
HosHauHas Mepa (positive operator valued measure,
POVM) M, wimu N.. BepodTHOCTH UCXOJOB T WU 2
COOTBETCTBEHHO DaBHBI

px(2) = Trape{M.paBE},

pz(2) = Trape{N:paBE}. (10)

s manbHeiinero Oymer yao0HO 3aMuChIBATH PE3YIIb-
TAT U3MEPEHUii HaI TIOJICUCTEeMON A B KJIaCCUIecKui pe-
CUCTP, YTO SKBUBAJTECHTHO 3AMUCH Pe3ysbTaTa B Oa3uc
OPTOHOPMUPOBAHHBIX KBAHTOBBIX cocTosuuii {|z)4} u
{|2)a}, nmeem

pxpE =Y |t)aa(z| © php,
x

pzeE =Y _|2)a4(2| ® plp,

z

pBe =Tra{VMipapev M.},
Per = Tra{V/N:papev/ N.}.

DHTPONMWIAHBIE COOTHONIEHUST HEOMPEIETEHHOCTEH Ts
TPEXCOCTABHBIX CHCTEM TIPUHAMAIOT B 3TOM CIy9ae
B [26]

H(X|B)+ H(Z|E) > —2loge,
c:rr;aZxH\/Mz\/NZHOO = (12)
=max Tra{\/ Mz\/Nz},
T,z

rae H(p) = —Tr{plogp} — surponus Gpon Heiimana n
YCITOBHBIE SHTPOIHH PABHBI

H(X|B) = H(PXB) - H(PB%

H(Z|E) = Hipzp) — Hip), 18)

pxe =Tre{pxee}, pe=Trxe{pxpe} (14)

AHATOPHYHO 3aNUCHIBAIOTCS BBIPDAYKEHUST JIJISl PZBE -
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2.3. DHTPOMUMHbIE COOTHOMICHMSI
HeOoTlIpeIeJIeHHOCTEN JIJIT CriIa*XeHHBIX
KBAHTOBBIX Min- u max-sarponuii Peabu

Coornorrtennst Heonpesenennocreii (8) n (12) ness-
HO MOJPA3yMEBAIOT, YTO MATPUIA [LIOTHOCTH CHCTEMbI
uzBecTHa TOYHO. ONHAKO B 3a/adaX KBAHTOBON KpWII-
Torpadun Takas CUTyaIs UMeeT MECTO TOIBKO B aCHM-
OTOTHYECKOM MOpejiesie DECKOHEYHO JIIMHHBIX [Mepeia-
BaeMbBIX MOCTeAOBaTEIbHOCTEH. B peampHoit curyarmm,
KOTZa JJIWHA, TIepeaBaeMoil MoCIeI0BATEILHOCTH KO-
HEYHA W MATPUIA TIJIOTHOCTH OIEHUBAETCS MyTEM DPac-
KPBITUS YACTH KOHEIHON MOCTeI0BATEIBHOCTH H3Mepe-
HUll, HEBO3MOYKHO TOYHO Y3HATH MATPUILY MJIOTHOCTH
Ha MpueMHoi cropore. MoKHO JATITH ¢ KOHEYHON TOY-
HOCTBIO, 3aBHUCSIIEH OT JJTUHBI MOCTIEI0BATETHHOCTH,
YTBEPKJIATH, YTO OIEHKA MATPUIII IJIOTHOCTH KBaH-
TOBOTO COCTOSAHUSI, MOJyUYEHHAS] MO KOHEYHON HADIIO-
JIaeMOil CTATUCTHKE OTCYETOB, OJIM3KA B OMPE/ICTIEHHOM
cMbIcse (MEeTpUKe) K MCTUHHON MATPUILIE ILIIOTHOCTH, KO-
TOpas JaerT JAHHYI0 HADIIOJAEMYIO CTATUCTUKY W3Me-
pennit Ha MpueMHoit ctopone. [losToMy cooTHONTIEHMS
HeonpezenenHocreii (8) u (12) Tpebyior obobmenns Ha
TaKoO# Craydvaii.

OxkasbIBaeTCst, 9TO YIOOHBIMU BEJIUUMHAMY SIBJISIIOT-
csT KBAHTOBBIE AHAJIOTH SHTpOTK PeHbu 115 Kiaaccumae-
CKUX DACIPEIETIeHNH BEPOATHOCTH HYJIEBOrO (max) u
6ecKOHeIHOrO (min) MOPSIKOB, KOTOPBIE TIO OMPEIeie-
HUIO PaBHBI (CM. MOAPOGHOCTH B padore [27])

Hmzn(A|B) = _SupIOg/\v (15)

rae A — MUHMMAJIbLHOE YUCJIO, TIPU KOTOPOM OIepaTop
AMas @ op —pap > 0. Bmech 0p v paAp — MaTPUIBI
ITIOTHOCTH, faeficTByomye B Hp u Ha @ Hp, [4 — enu-
Huunblii oneparop B H 4. COOTBETCTBEHHO, 11O OIpeIe-
nennio [27] mmeem

Hpnaz(A|B) = suplog(Tr{p%5(Ia @ 0B)}), (16)

rae p g = supp(pap) — HOCHTEb MATPHIIBI MLIOTHOC-
TH PAB-

st onpeeNiennsi CrIIayKeHHBIX SHTPONU HEOOXO-
JIIMO BBECTU MePy OJIM30CTH MATPHIL IJIOTHOCTH. Y100~
HOM Mepoii DJIN30CTH MEYKIy Mapoil MATPUIL IOTHOCTH
SIBJISIETCST CJIEJIOBOE paccTosiuue [27], KoTopoe 1o ompe-
JIETICHUIO PABHO

1 B 1 B
di(p,p) = §|Ip—pll1 = 5Tr{|p—p|} =

= (ViR (17)

O/HOt U3 PIABHBIX TPUYUH BBIOOPA CJIEIOBOTO PACCTO-
SAHUS B 337]a9aX KBAHTOBOU WHMOPMATUKH SBIISETCS

TO, UTO KBAHTOBAs Olepalus (Cyneponeparop — JuHedi-
Hoe OoTOoOparkeHwe, COXPAHSIONIEe SPMUTOBOCTD, CIe
U SBJIAIONIEECS BIOJIHE TOJOKUTENbHBIM (completely
positive map, CPM)) He yBesimuuBaer paccrosHue MexK-
Jy omeparopamu. JI1o0bie TOmyCTMbIe 3aKOHAMY KBAH-
TOBOIl MEXaHUKU TPEoOPA30OBAHUST MATPWII MJIOTHOCTH
OTIMCHIBAIOTCS HEKOTOPBIM cyTieporneparopom. I[Ipume-
HUTETBHO K 3aJad9aM KBAHTOBOH KPUOTOTPAMUH ITO
O3HAYAET, UTO €CJIU MCXOJHOE PACCTOSHUE MEXKIy TOU-
HOH MaTpuleil IJIOTHOCTH p U ee OIEHKON p He NMPeBOoC-
XOJWJIO HEKOTOPOH BEIMYUHBI, TO IO MEPE BBIMOTHEHWS
IIIAroB MPOTOKOJIA, MOYKHO TapaHTUPOBATH, YTO OHO HE
Oyner ysemnumBarhes (cMm. [27]). B kBanTOBOI KpuI-
Torpaduu UCXOIHOE PACCTOSTHUE OMPEIENSIeTCs Ha CTa-
JIUW OIECHKU TapaMeTpoB (HATPUMEp, ONEHKU BEIYU-
HBI OIUOKK HA TIPUEMHO CTOPOHE) MyTeM PACKPBITUS
YACTH TePEJAHHON TOCTEI0BATETLHOCTH.

JImst manbHeRTero HaM IoTPeOyeTC s eIre OIHA, BETH-
quna — coorsercriue (fidelity), — onucbisaiomnias mepy
OIM30CTH MEZK/Ty MATPHUIAMU TLIOTHOCTH:

F(p,p) = Tr{lv/pV/7l}, (18)

opuviyeM UMeT MeCTO COOTHOIIEHUA (CM.7 HamIpu-
wep, [28])

TTo onpeziesniernio [27] criaskeHHBIE KBAHTOBBIE Min-
¥ MAaxX-9HTPONUE DABHDI

Hyimn(AlB) = sup  Hpin(A[B)s,,,
PasEB(pan) (20)
Hrsnaz(A|B) = inf HmaI(A|B)ﬁABa

PapEB(paB)

rIe TOYHBLIE BEPXHAS W HUKHAA TPaAHU OGEepyTcs Mo
BCEM MATPUIAM TUIOTHOCTH P 4 g, HAXOIAIIAMCS B [TAPe
Bf(pap) paauyca € ¢ UEHTPOM B TOYKE PAR,

B*(pap) = {pap : llpas —Pagllt < Tr{pap}e}.

Coruacuo [29], sHTpONUiHbIE COOTHOIIEHKS HEOIIPE-
JeeHHOCTEeN JIId CIVIa’KeHHbIX Min- ¥ MaX-3HTPONuit
WMEIOT BU/,

HE

maxr

(X|B) + H;,

m

w(ZIE)> —2loge.  (21)

I KOHEYHOMEDHBIX MPOCTPAHCTB COCTOSHUHE H
KOMIIAKTHBIX OMepaTopoB MOKHO B (20) 3aMeHHUTDH sup
n inf Ha max u min. Marpuma mIoTHOCTH p 4 g ABISET-
cst, BOOOIIE TOBOPs, KBA3WHOPMHUPOBAHHOIA.

CriakeHHbIe KBAHTOBBIE Min- W MAax-3HTPOMUN
HUMEIOT TeOPeTHKO-NHGOPMAIMOHHYI0 HHTEPIPETAIIIO
[30]. IIycre Marpuna mrorHOCTH px p (Trma (11), (14))
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OIHUCHIBAET KOPPETSINI0 KIACCHICCKOW OUTOBOI CTPO-
. - (=

kn X ¢ kBaurosoit cucremoit E. Torna HE , (X |E) na-

eT MaKCUMAaNbHYIO JanHy 6urtosoii crpokn 5, (X|E),

KOTOpas &-O/Mn3Ka B CIEI0BON METPHKE K OTHOPOIHO

pacrmpeIesienHoi OUTOBOM CTPOKE M He 3aBUCUT OT TMO-

6ouHO nH(MOPMAINN, CKPBITON B KBAHTOBOW CHCTEME,

car (XIE) = iy (X1E) 40 (105 ). (22

HoBas c:karasg omHOPOTHO pacmpeereHHas OUTOBas
CTpOKA MEHBINEH [JIMHBI TEMeph He KOPPEeIUPOBAHA
¢ KBaHTOBOU cucremoii F. Cikarme TPOUCXONWUT TpU
MOMOIIA  YHUBEPCATBHBIX X3I-(PYHKIMHA BTOPOTO MO~
psanka, BBeleHHbIX B paborax [31,32]. Takoe cika-
THE HOCUT HA3BAHWE YCUJICHUS CEKPEeTHOCTH (privacy
amplification) [33].
IMockomeky  HE . (X|E) MoHOTOHHO pacrymias
dbyukuug e, gmmHA OTHOPOIHO pACIpPEIETIeHHON u
He3aBucuMoOit or E OUTOBOi cTpoku He MeHee [33]
CITEAYIOIMErO 3HAYCHHUS:

on (XIE) 2 Hin (K1) 40 (1052 ) (23)

rae H(X|E)min —

HE, .. (X|B) cBazana co CKATHEM KJIACCUYIECKON
caydaiinoii nepemensaoit X o pasmepa 5, .(X|E) 6u-
TOB TaK, 4TOOBI MO Hell (MMesi KIacCu9yeckyio WHQOp-
manuio Jayuuoii 12, (X |E) 6uros) MOXKHO GbLIO BOCCTa-
HOBUTH UCXOIHYIO OUTOBYIO CTPOKY € BEPOATHOCTBIO HE

xyKe 1 — ¢ Tpm yCaoBNM, UTO IEKO/EP UMeeT JOCTYI K

criazkenHas uHTponus mpn £ = ().

KBaHTOBOU cucreme B.

Ecmu cucrema B sBageTcs KIacCHIeCKO# cirydaii-
HOI mepeMeHHO# Y, TO Max-3HTPONNs OMpeJeasIeT KO-
JIMIecTBO O6UTOB MH(MOPMAINN, HEOOXOIUMOE JJIsT BOC-
CTAHOBJICHUS BeNMWYWHBI X MPHU JIOCTyIe IeKOoIepa K
chaydaiiaoit Benmanae Y. Benumumna cxkartmsa mHe 00-
nee [34] caemyromero 3HaYEHNs:

e (X1B) < 15, (X18) +0 (105 2) . (20

JIlpyrumu cioBaM¥, B ACUMIITOTHIECKOM Ipemesne Gec-
KOHEYHO JJINHHBIX MociaenoBarTenbrocteit mpu € = 0
MUHAMAJTBHO HEOOXOIUMOE KOTMIeCTBO OUTOB JIOTIOTHH-
TesIbHOM uH(MOPMAMHU 17151 KOPPEKIMK OIIUOOK (BOCCTA-
HOBJIEHNN CITy9IaiHOit BeamanHel X 10 caydaitHoil Bean-
qure Y') ¢ BEPOATHOCTHIO MOMOKHATETHHOIO MCXOIa He
xyxe 1 — € paBHO lene = Hipaar (X]Y).

3. KPUTEPUU KOPPEKTHOCTN
IIPOTOKOJIA I CEKPETHOCTU
KJIFOUEN

K mporTokoTy KBAHTOBOTO paCHpeIeseHus KIodei
MPEeIbSIBISIIOTCS, IO CYyTH, IBa TPeOOBAHNsT — KOPPEKT-
HOCTH M ceKpeTHOCTH (cM. metamn B [27]). B komme mpo-
tokona Amnuca u Bob umeroT 6GUTOBbIE CTPOKK T U T,

ITporokosn cauTaercs € po-KOPPEKTHBIM, €CTIH BEPO-
SITHOCTh TOTO, YTO KJIIOUN HA TIPUEMHO# 1 Mepearored
CTOPOHAX PA3INYAIOTCSH ¢ BEPOATHOCTHIO, HE TIPEBbIIIA-
TOTIIeit

Pr[z # 2] < epe. (25)

IIporokon cauraercs A-CeKpeTHBIM, eCTH

o1
min §||PXE—PU®0B||1 <A, (26)
oE

rie .
pu == Y |2)(xl
|X| <

— MAaTpHUIa ILIOTHOCTH, OMUCBHIBAIOIIAS OJHOPOIHOE
pacmpeseseHue Kiaodeil y JeruTUMHOTO MOMTb30BATES .
ITpu A = 0 KOpPeIAINN MKy KIIOYAMU JTIETUTHMHBIX
TIOJIH30BATENIe U KBAHTOBOIT CHCTEMOIi MOJIC/TYIIINBATE-
Jisl TIOJTHOCTBIO OTCYTCTBYIOT — 9TO SIBJISIETCS] WIEATb-
HOI cUTyannei.

CBs3b paccTodanus 10 uiaeagbHoil curyaruu (mos-
HOE OTCYTCTBUE KOPPENSIUH MEeKIy OUTOBOH CTpO-
KOI JJerMTUMHBIX NOJb30BaTEIed U CTPOKON TTO/ICTY IITU-
BaTe/IsA) W Min-3HTPONHUEH MMOCIe CKATUSA OYHUITCHHON
6uroBoii crpoku X (X3UIMPOBAHUM YHUBEDCATBHBIMU
x3u-pyHKIUAME Broporo nopsizaxa [31, 32]) naerca cie-
JyIoleii 3aMedareIbHON TeopeMmoii (Tak Ha3bIBaeMast
leftover hash Teopewma [34]).

Mycrs HE,,(X|EC) — max-sHTpomus mocie Kop-
pekmun omubok. Numgexe C' yIUTHIBAET JOTTOTHUTEh-
Hyto nHMOpPMAINIO TOACTYNTNBATENST, KOTOPYIO OH IMO-
JIy9aeT U3 OTKPBITOrO KJIACCHIECKOrO KAHAIA TPU KOP-
pexmun ommbok. Torma mocme cxKaThust 10 JTHHBL [geer
(lsecr — JUIMHA CEKPETHOTO KJIIOYA) PACCTOSTHUE 10 UJIe-
ATBHOI cUTyanuu paBHO (CM. JeTann BbIBOAA B [27])

1 ;
A = min 5\/Qlw—Hm<X|Eo> e (27)
E’
VaurbiBasi, 9T0

H:. (X|EC) > HE,, (X|E) — leakpc, (28)

m m

rme leakpo — yreuka madoOpMaInn B 6UTax mpU KOP-
pekiuu ommubOK (CM. HUZKE), HAXOAUM, YTO

1 -
A<e + 5\/leecr—Hmin<X\EO) < +E (29)
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IIporokon A = &' + Z cekperen, ecmu mauHa, lgee. ce-
KPETHOro Kioda He mpesbiaer [11,27] caenyromero
3HAYCHULA:

m

/ 1
lseer < H.,;n(X|E) —2log %~ leakgc. (30)

Bri6upas mapamerpsr &', € CKOMb yTOIHO MAIBIMA W CO-
OTBETCTBEHHO JJIMHY CYKATOTO (PUHATHLHOTO CEKPETHO-
ro KJII0Ya, BCerJa MOYKHO MPUOJIU3UTHCH CKOIb YTOTHO
OU3KO K MIeATHHON CATYAIINd — OTCYTCTBHIO TTOTHOM
KOPPeIAnnu Mexk 1y Kiaodamu Anmcer, Boba u kKiouoM
Esbr. Koneumo, 370 BO3MOZKHO MPH YCIOBUAN, 9TO OIIHO-
KA HAa MPUEMHOI CTOPOHE MEeHbIIIe HEKOTOPOU KpUTUu4de-
CKOIl J71sT JAHHOTO MPOTOKOja. [Ipu ommubKe, OO
KPUTHIECKOM, IJINHA CEKPETHOrO KJI0Ua OYyIeT paBHa
HYJTIO.

4. KOPPEKIINS OIIINBOK

IMoce mepemayunm KBAHTOBBIX COCTOSTHHN W U3Me-
peHuili HA NPUEMHON CTOPOHE MPOUCXOAUT KOPPEKIUd
omuOoK. YI00HO paCCMATPUBATE MPOIIELYPY UCIPABIIe-
HUsT OIMUOOK KaK Pe3yJIbTaT X3MuUpoBaHus. Takoii mo-
x0o71, OBIT MpeJIoXKeH B padore [35], & MpUMEHHTETLHO
K 3aJa9aM KBaHTOBOI kpunrorpaduu — B [27], mocien-
HEMY TIOIXO/y OyIeM CIeI0BaTh HUKE.

N3mepenusi, kKak u JII00bIe TPEOOPA3OBAHNST KBAHTO-
BBIX COCTOSIHUI, OMUCBHIBAIOTCSA cymeponeparopom. ITo-
cie m3mepennit Bobom mMarpura mIOTHOCTH pxpBE Iie-
PEXOIUT B MATPUILY

pxve =y |)(| @ ly)(yl © i, (31)

rme Y = {0, 1} — andasur Boba (ormermm, aTo am-
daButr He 06s13aTETHHO OMHAPHBIA, cM. HIIKe). lannas
MATPHUIIA TIOTHOCTH MOPOKIAET COBMECTHOE PACIIPe ie-
JIEHUE BEPOSATHOCTEH Pe3y/IbTaToOB u3MepeHuil Aucsl u
Boba

Tre{pxve} = pxy =

= Pxy(z,y)|z)(x| @ [y)yl, (32)

m’y
Pxy(z,y) = Tre{py’}.

e mporeaypbl KOPPEKIUN OIMTUOOK CBOIUTCS K TO-
My, 9T00OBI B00, nMest ciiydaiinyio nepeMennyio (B 4act-
HOCTH, HAOPUMED, OUTOBYIO CTPOKY) Y, & TaKyKe IO-
JIYy9UB JOTONHUTENBHYIO WHMOPMAIWI OT Annchl —
xamr-3uadenue f(x), MOay9Iul HOBYIO CTPOKY &, TAKYIO
YTO BEPOSITHOCTH ONTUOKHU JIEKOAUPOBAHUS HE TTPEBbIIIA-
na epc,

PI’[QAL‘ # x] <€gc, (33)

CTPOKA T ABIAETCSA OUUIIEHHBIM KodoM boba. B srom
cydae Tporeaypa MUCIPABICHNUS OMMOKN HA3hIBAETCS
€ EC-KOPPEKTHOM!.

IIpomeaypa wmcnpaBieHus OMMUOOK TaK:Ke HCIIONb-
3yeT YHUBEPCAIbHDbIE X3IMT-(DYHKIUA BTOPOTO MOPSIIKA,
W CBOJWTCS K Crenyomemy (cM. moapobHocTw B [27]).
Anuca, umest GUTOBYIO CTPOKY 2, BBIYUC/ISIET XAIII-3HA~
genne z = f(z). [Ipu s1oM x31I-pyHKIMU BLIOUPAIOT-
cst orkpeito (EBa 3HaeT BHIOOP X3UI-(DYHKIMHU), CIIy-
JafiHO W PABHOBEPOSITHO M3 MHOMKECTBA XAII-(DYHKITHH
feF:X={0,1}¥ - Z ={0,1}*. Anuca coobmaer
4epe3 oTKPHITHIH Karaa Booy (f, f(x)). ITockombKy BbI-
60p X3MI-DYHKINN SIBJIIETCST OTKPBITHIM, YUCIO OUTOB
JOTIOTHATETBbHON wH(OpMannu, moctynnoe Ese, ecTb
YUCII0 OUTOB JIJIsi COODIIEHNsT X3MT-3Hadennst f(x), T.e.
k 6urtos.

Vreuka undopmarmuu leak po paBua k Guram 10mor-
HUTETHHONW HHMOPMAIWH, KOTOPBIE CTAHOBSITCS JOCTYTI-
ubiMu EBe B mporiecce nctpapienus ormuook. Oka3bpBa-
eTcst, 9TO yTeIKa HHGOPMAIUT OTPAHNYEHA BETHIUHOM
(cm. meramm B [27])

k = leakpc < Hpaz (ny|Y) + lOg i, (34)
EEC
rze o, 1orapudMOM MHOKUTEH 2 T00aBIAETCT M3-3,
ko3 durmenTa 1/2 B onpesesIeHNH CIEIOBOTO PACCTO-
SHUS U PACCTOSHUS B 1mape. Max-3HTpPONus BBITUCTIS-
eTcs o pacrpee/ienuio (32) u paBHa Mo OMpPeIeIeHUI0
(16) (cm. merasm B [27])

Hmaz (PXY|Y) - lOg r;leaf |Supp(P)?é’)|7 (35)

rie /\?y = supp(P¥) mpeacTaBasieT MHOKECTBO 3HAUE-
HU Y, B KOTOPbIE MOTYT miepeiTu pazaudubie x. Coor-
BercTBeHHO, [supp(PY )| — 310 HanGombIIEe YnCIO J1e-
MEHTOB 110 Y NPH Beex . JIpyrumu cnoBaMm, BeTAYNHA
|supp(P% )| onpeensier KAIeCTBO KAHATIA CBSI3M MEYK LY
Anucoii u Bobowm ¢ yuerom aeiicrsuii Espr. Yem 60b11e
|supp(P% )], Tem Xyzke KaHAT, TAK KAK & MOZKET «Pa3-
Ma3aThCsi» Ha OOJIbITee YUCI0 daeMeHToB y. [Ipu ume-
aJIbHOM KaHasle Kaxkzoe r — y = x, |supp(P%)| = 1.
IIpu sToM yTedra paBHA HYJIO, OIMIHOOK HET W WX HE
HY7KHO WCTIPABIATH.

ITenrn Boba mpu KOppeKIun ommbOK CBOIUTCS K CIIe-
JyIoliemMy: umes xsui-3aadenue z = f(x) or Asmucer,
HalTH Takoe &, € .fy = supp(P¥), y koroporo f(i,) =
= f(z). Xora dpaxTuvyeckn Takas mMpoIeypa CBOJAUTCS
K 1mepebopy W MO3TOMY IKCIMOHEHIMATBLHO CIOXKHA, HO
MOKA& 9TO HE BasKHO. 3aTO TaKas MPOIELyPa KOPPEKIAN
OIMMOOK JAeT MUHUMAIBHYIO yTeuKy uHbOpMaimu (1o
cymectBy, 50T daxT orpaxaior HepasencrBa (37) u
(43) nmke).
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KoppekTHOoCcTh TPOTOKOIA OMPEIeIsieTcsi BEPOsiTHO-
CThIO MPABUJIBHOTrO nekomupoBanus Prlxz = &] > 1 —
— epc. OmmbKa mpu IeKOIUPOBAHUU, COOTBETCTBEH-
HO, OIIPeJe/IAeTCA BEPOATHOCTBIO TOI'0, YTO TAKOe Ty €
€ z\?y = supp(P%), He paBHOE T, CYIIECTBYET, HO MPH
HeMm x3m-3Havenns f(%) = f(x) commamator. Mmeem
(cm. Takzke [27])

Pr [z # 2] <Pry[dz € .923, = supp(P¥),
&#x A f(&) = f(2)] < [supp(PY)[27,

TMOCKOJIBKY BEpPOATHOCTH COBUAICHUA X3MT-3HAYeHU

(36)

VHUBEPCATBHBIX — XAMI-PYHKIWA  BTOPOTO  TOPSIKA
ectb [31]
T 1 —k ~
Pr;[f(2) = f(2)] < 7 ok G4z (37)
13 (35) Bugno, 9TO
max |supp(P§)| — 2Hmam(PXY‘Y),
y
IIO9TOMY ITOJTy4daeM
Pr[# # x] <
< 2Hmam(PXY‘Y)—[Hmam(PXle)J’_]Og(l/EEC)] <
<epc. (38)

Marpuua mioraoctu pxy B (32) U, COOTBETCTBEHHO,
pacnpenenenue Pyy (,y) TOYHO HEU3BECTHBI, HO WU3-
BECTHO, YTO €e OLEHKA Pyy 3aK/I0YeHa B mape (man-
HBI BBIBOJI, CJIEIyeT MOCIE CTAIAN OICHKH ITAPAMETPOB,
CM. HUZKE):

||Pxy (z,y) — Pxy(z,y)|l1 <& (39)

Bnech Pxy(x,y) — pacmpenenenne BepoaTHOCTeil ana-
noruaHo (32).
ITockonbky

H (Pxy|Y) =
H(Pxyl|Y), (40)

= min
Pxvy (z,i)€B' (Pxy (z,y))

yTedka uHQMOPMAIUK [/ JI000TO  PaCIPeIeTeHns
Pxy(x,y), &'-6mmskoro k Pxy(x,y), takxke ne
MTPEBBINIAET CJIEAYIOMIEr0 3HAUCHUS:

— 2
leakEo S H(ny|Y) + log —_—. (41)
EEC
Takum obpazom, yredka THOOPMATIII

! 2
leakpc < H® (ny|Y) + log —. (42)
€EC

[lycrs Pojx—, — yC/IOBHAs BEPOATHOCTH BBIOPATH
OIHO W3 KJIACCHYECKUX coobmennii (bakruaecku pas-
HOBEPOSATHO BHIOpATh OXHY u3 X3M-byHKIWi f € F u
COOTBETCTBYIOIIEE X3MI-3Hadenue). Pazmep MHOKeCTBa,
Kyraccnueckux coodmiennit |C| = |F x Z|. Ina nanbHeii-
ero yA06HO BBIPA3UTH yTEUKY CIIEAYIONINM 00pa3oM
(cM. meranm B [27]):

leakpe = log |C] — znelg( Hpin(Po|x=2) =

=log|F x Z| —log|Z| <log|Z| = k. (43)

5. YCUJIEHUE CEKPETHOCTN
OYUIITEHHBIX KJIFOYE

It manmbHEHmero BaskKHO OTMETUTh, 9TO IS BbI-
YUCIeHUs] JIMHBI CeKpeTHoro kioda (cum. (30)) meob-
XOJIMMO 3HATH CIJIAZKEHHYI0 MiN-3HTPOIMHMIO OT KBAHTO-
BbIX COCTOsHUIT (OIIepPaTOPOB), KOTOPast OIPENessercs
MAKCUMU3aInei 0 BCeM MATPUIAM TMIOTHOCTH B TITa-
pe. OueBnAHO, YTO perenne TaKkoil 3aJa91 HAPAMYIO
MPAKTUIECKHA HEBO3MOKHO.

OHTPONHUITHBIE COOTHOIIEHWST HEONPeIeIeHHOCTEH
(21) MO3BOMSAIOT BHIPA3UTH MIN-3HTPONUIO OT OMEPATO-
POB Yepe3 max-3HTponuio (42) 1 KIacCu4eckoro cos-
MECTHOTO pacrpeneIenus sepoataocTeii Ammcesr m Boba
Pxvy (x,y) (TouHee roBopsi, OIEHKY SHTPOIUU I M-
IUPHYECKOro pacnpenenenus Pxy (r,y) Hocie craium
OIIEHKHM TTApPaMeTPOB), UTO SIBNISIETCS CYIIECTBEHHO 6O-
Jiee mpocCToit 3agadueii.

Jpyramu, cmoBaMM SHTPONMHAHBIE COOTHOIIEHMS
HEOTPEJEIEHHOCTE  BBITIONHAIOT TaKyld MaKCHMW3a-
WO B HESTBHOM BH/IE.

Henb upoueaypor ycunenus cexpernoctu [33] co-
CTOUT B TOM, YTOOBI X3MTUPOBAHUEM TIPU TTOMOIIA yHA-
BePCANBHBIX X3IMTI-(DYHKIN{ BTOPOTo nopsiaka [31] momry-
YUTH U3 OYUIIEHHOTO MPH KOPPEKIMU OMMOOK KTI0Ua,
o koropom EBa umeer yacruunyto undopmanuio (ocse
BTOP’KEHUS B KBAHTOBBII KAHAJ W MOIy9IeHnst WHQOP-
MAIUHA 9ePe3 OTKPBITHIA KAHAT MPH KOPPEKIWN OIIH-
60K), HOBBII Oosiee KOpOTKHUil K04, 0 Koropom Esa
y7Ke He mMeeT HWKakoil mudopmamymm. Bomee Touwno,
MyCTh MCXOJHOE PACCTOSHUE [0 UACATBHONW CHTyaldn
ecTh

1 .
A(X|E), = 51{}113n||ﬂXE—ﬂU®UB||1» (44)

rjie pxE — MaTpulia IJIOTHOCTH JI0 NPOIeLypbl yCuIe-
HHUSA CEKPEeTHOCTH,

1
U= TR o)l op =Tre{pxr},
T
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pr = Tr{pxe}.

Xom-hyHKIUST cama, sIBISIETCS CIyYaiHoi BeTndn-
HOIl W BBIOMPAETCS DPABHOBEPOSATHO W OTKPLITO (de-
pe3 OTKPBITHIN KIACCHYIECKHUIT KaHAT CBI3H COODIIA-
erca Ammcoit Boby) n3 muoxkecTBa xsnr-gpynxuwmii F,
f: X ={0,1}N - Z = {0,1}. JTamnsre dynxmnn
obmazmator coiicrBoM (37).

Marpuna MmiIoTHOCTH TOCTe XSIIUPOBAHUS, KOTO-
PYIO «BUJWT» IMOJCIYNIUBATE]Ib, CTAHOBUTCSA PABHOM

prze =Y O el @12l @ plf,
f z

i . 1 (45)
PE — Z PE, DPf= m
z:f(z)=z2

Paccrosiane 10 npeanrbHOi CUTYAIME MOCTE CZKATHST Te-
Heph yAOBAETBOPSET COOTHOIIEHHUIO (CM. meran B [27])

1
§||PZFE —pvz @0rEe|h <

1 _ 1. _
< —||PZFE—pZFE||1+§||PZFE—PUZ @ore|h <

<c+A(Z|FE), (46)
TIe
A(Z|FE), = = + % ST (KB, (47)

Boibopom crenenu cxkarus (IymHBI [) paccrosHue 10
UIEATHHON CUTYAINH MOYKET OBIThH CAETAHO CKOMb YTOI-
HO MAJIBIM.

Takum obpaszom,

— MaTPHIA IJIOTHOCTH Py f; HEM3BECTHA, HO 3aKJII0-
deHa B Iape;

— MOCKOJIbKY MPeodpa30BaHMe XAIMUPOBAHUS €CTh
kBanToBas onepanus (CPM), koTopas He yBeInduBa-
€T CJIeJIOBOE PACCTOsIHUE, MATPHUIA [JIOTHOCTH Py 3a-
KJTIOYEHA B TIape PaJuyca, 2€:

llpzre —Pzrplll <llpxe —Pxplll < 28 (48)

— paccTosHue JI0 UICATBHON CUTYAIIUN TOCTe XIIITH-
DPOBAHMS BBIPAZKAETCS Yepe3 CTapyio MATPHILY TJIOTHO-
CTH JI0 XSTTUPOBAHNSA, KOTOpasd BXOAWT B BhIparKeHne

o He(X|E),,.

6. IPOTOKOJI KBAHTOBOTO
®A30BO-BPEMEHHOTO
PACHPEJIEJIEHUSI KJIIOYEN

B npoTokose KBAaHTOBOTO pacrpeeeHust KIotde ¢
dazoBo-BpemennsiM Koguposaunuem outst 0 u 1 koaupy-
0TCSI KaK B OTHOCUTETHHYTO (basy, Tak U BO BPEMEHHBIE

CABUIU KBAHTOBBIX cocroguuii [12-14]. U3 Bcex wus-
BECTHBIX MTPOTOKOJIOB KBAHTOBOT'O PACTIPEIETEHNST KITIO-
vell TAHHBIH MTPOTOKOT WMEeT HAMOONBIIYI0 KPUTHIe-
ckyio ommOKy. IIpm 3TOM TPOTOKOM MMEeT CTaHIapT-
HYIO ONTOBOJIOKOHHYIO peaju3amnuio (CM. JeTaju B pa-
Gore [12]).

B nporoxone ucmonb3yorcs aBa BPEMEHHBIX 0a3u-
ca — nepblii (L) n mpapbrii (R), — B KaxJIO0M W3 KO-
TOPBIX UMEEeTCs elle 1o jaBa Hazuca — npamoil (+) u
conpsizkernbiii (X ). udopMalmontbie KBAHTOBBIE CO-
CTOSTHWST B JIEBOM Oasuce 0D03HAUNM Kak

|@=%MHMI@=%W%M(M

CoCTOsHUS B CONPSZKEHHOM 0A3MCE MOy YaAIOTCS U3 CO-
crostumii (49) moBopoTOM:

— 1 — 1

0X) = —(|1) +4[2)), [17) = —=(]1) —i|2)).

107) ﬁ(l ) +il2)), 117) ﬁ(l ) —i[2))
CoOTBETCTBEHHO B TIPaBOM Ha3nce MMeeM
1 1
V2 V2

7 JIJIST COCTOSTHUI B COMPSI?KEHHOM TIpaBoOM Oasmce —

07) = —=(12) +13),  [17) = —=(12) = 13))  (50)

1
V2

3aech [1), [2) u |3) — oproHOpMUpOBAHHBIE HA3WCHBIE
BeKTOpPLI. /laHHbIe OAa3MCHBIE BEKTOPHI OTBEYAIOT JTOKA-

1

0%) = —=(12) +[3)), [13) 75 (12— i13)).

JIN30BAHHBIM BO BPEMEHU OJTHOMDOTOHHBIM COCTOSTHUSIM,
MTOTIAPHO CABUHYTHIM BO BPEMEHU Ha, OTPEIESIEHHYIO Be-
suanny. @opMaIbHO TTPOCTPAHCTBO COCTOSTHUN H. SBJTSI-
ercst TpexmMepHbiM. COCTOSIHUS BHYTPH OJHOTO Ha3mca
OPTOTOHAILHBI AaHAJIOTHYIHO TPOTOKOTY BB84, a n3 pas-
HBIX 0A3MCOB — TOMAPHO HEOPTOTOHAIHHBI.

®opMaTbLHO MPOTOKOI BBITTISIAT CIEAYIOMIM 00pa-
30M.

1. Anuca Ha nepeaoIeil CTaHIUE PABHOBEPOSITHO
BBIOMpAET OJIMH W3 JIBYX BpeMeHHBIX ba3ucoB L mim R.
3areMm CIydaiiHO ¥ PABHOBEPOSTHO B BHIODAHHOM Bpe-
MeHHOM 6asmce BeIOHpaeT moabasnuc LT wmm L, ecmn
OBbLT BBIOpAH BpeMeHHOH 06a3uc L, COOTBETCTBEHHO —
nonbazuc RT mmm R*, ecim OBIT BRIOpAH BpeMeHHOH
6azuc R. U, nakomer, ciy4aifHO U PABHOBEPOSATHO BbI-
oupaer 3Hadgernne wHPOpMAIMOHHOrO 6uta 0 man 1 n
COOTBETCTBYIOIEE OUTY KBAHTOBOE COCTOSTHEE B Da3mce
L* (L*), anamornano B 6asuce R (R*) u nanpasmsier
Ha mpueMHyo craninuio bBoby.

2. Bob ne3aBucumo or Ajucel ciaydaiiHo 1 paBHOBE-
POSITHO BBIOMPAET OIWH U3 9eThIpeX OA3MCOB I M3Me-
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peHuii, KOTopble OMHUCHIBAIOTCA CIIEIYIONINMU Pa3JI0zKe-
HUAMU equHnnbl [ B H:

I=10p)07 [+ AL+ 13)3l,

usmepenwe B 6aszuce LT,  (51)

I=105)OL [+ 1AL+ 13)3I,

u3mepenue B 6asuce L, (52)

I =01+ L) (L5 + [25) (2R,

usmepenve B Gasuce RT, (53)

I=11(1+ 1) (1| + [2R) (2R,
usmepenue B Gasuce R*. (54)

3. Bob coobrmmaer Tombko cam haKkT MOTyIeHUsS CO-
CTOSTHUS.

4. Tlocsie mpoBeieHUsT CEPUU MOCHLIOK ATHCO# 1 13-
Mepennit Bobom Asnca packpbIBaeT 0a3UCHI, HO HE pac-
KPBIBAET CAMU COCTOSTHUS.

5. Bob oTkpBITO coobIIIaeT HOMEpa MOCHIJIOK, Tae Oa-
3UCHI HE COBMAIau. JIJaHHBIE MOCHLIKA OTOPACHIBAIOT-
cs1. Pesymbrarhl u3aMepeHuil B TéX MOCBLIKAX, B KOTO-
PBIX 0A3MCHI COBMAIANN, COXPAHSIOTC. B pe3syibrare
m3mepennit Bob momyuaer 0, 1 wir oTCYeT B KOHTPOIIh-
HOM BpemeHHOM ciore 3 (B 6asuce L) wim crore 1
(B Gasuce RT). Homepa mocwuiok, rae ObLT OTCYET B
KOHTPOJIBHOM BPEMEHHOM CJIOTE Yepe3 OTKPBITHIN KIac-
CHYeCKU KaHas, coodImaTes Anruce.

6. Bob momcunThHIBAET § — MPOIEHT OTCYETOB B KOH-
TPOJIBHBIX BPEMEHHBIX CJIOTAX.

7. OuenwBaeTcst MPOIEHT OIMUOOK B TOW WacTH MO-
ceLIOK, T1e y Boba 6br1 pesynbrar 0 wnu 1 myrem pac-
KPBITHST 9aCTH TIOCHIIOK U cpaBHeHus . Jlajiee 3Ta 9acTh
0oTOpachIBACTCS.

8. Ecim mabmomaemas omubKa TTPU JAHHOM YHCTIEe
OTCYETOB B KOHTPOJIBHBIX BPEMEHHBIX ciortax (Q(J) <
< Qc(9), To nporokon mpomoszKaercs. B nporusHOM
clIydae MpOTOKOJT TTPEPHIBAETCS.

JlambHeinmme 1eficTBAS aHAJIOTHIHBI IPYTUM IIPOTO-
xkoytaM. [IponcxoauT pacmpegeeHHass KOPPEKInsT O~
OOK B OCTABIIEHCS IACTH, €C/TH BEPOSITHOCTD OITHOKH He
MPEBBITACT KPUTHIECKON BETHIMHDBI. 3aTe€M MPOBOIUT-
Cs1 yCUJTEHNE CEKPETHOCTU OYUIIEHHOTO KITIOUA.

JImst TOro  9ITOOBI
SHTPONMUNHBIMU  COOTHOITIEHUSIME

HAIPAMYIO  BOCIONb30BATHCSA
HEOTIPeIe/IeHHOC-
reii (21) npu moKazarTesbCTBE CEKPETHOCTH OyleM
HCIOMB30BATh BEPCUIO MPOTOKOTA HA  3allyTAHHBIX

cocroguugx (entangled version). Tannas sepcus mos-
HOCTHIO (POPMATHLHO IKBUBAJICHTHA BEPCUH TTPOTOKOIIA,
MPUTOTOBJIEHNE—TIOCKITIKA ~ COCTOAHUN,  W3JIOKEHHON
BBIIIIE.

Asnca roTOBUT CIIyUYaliHO M PABHOBEPOSITHO OTHO U3
MaKCUMAJIbHO 3aIMyTAHHBIX COCTOSHUN, B TpaBOM R4

) = 10824 © O} + 0a) 4 © ) _
V2

_ (0304 © (03 + (0304 © 055

NG , (55)
WA B JIeBOM L 4
—+ —+ —+ —+
1) ap = 0L)a®@10.)B +10,)4a ®0,)B _
V2
a0 0n 4 0 9 Bdn o0
\/5 ;
bas3ncax, rime
_ 1 + 1|2
0, Tp)am = Wan*24p >A7B,
v2 (57)
0.1 45 = 1)a,B £1]2)4,B
' TR s \/i 9
_ 2 + |3
0.5 = 22~ B
v2 (59)
2 +1|3
0.1 = 222208

V2

3mecs |1)4.8,12)4,B, |3)4,B — 0nHODOTOHHBIE COCTOSI-
Hus (TTaKeThl), JIOKATU30BAHHBIE BO BPEMEHHBIX OKHAX
coorBercTBenHO 1,2, 3. ITocme Bropxenus EBbr cocTos-
aust (55), (56) mepexofsaT B HEKOTODBIE HOBBIE COCTOS-
HUS |1)) ABE, KOTODBIE 3aBUCAT OT UCXOAHBIX. TTOCKOIh-
Ky COOTHOIIEHUs HeonpezerseHHocreii (8) cnpasemiu-
BBI JjIsg JTIOO0OTO COCTOSHUS, WHAEKCHI R, L y cocTosinust
[) ABE omyckaem.

st nonydaenus 6ura kmoda 0 w1 Asmca ciry-
YaiiHO W PABHOBEPOSATHO NPOBOJMT H3MEPEHUS HAJ
CBOe# momcucTeMoit B 6a3nce COOCTBEHHBIX BEKTODPOB
ommoro w3 omeparopos R {|0p)a,|Th)a} wm RX:
{021 4,|Tx) 4}, €ciu GBLIO MPUIOTOBIEHO COCTOSHEE
(55). AnasorudHo, ecam OBbLIO MPUTOTOBJIEHO COCTOS-
e B Gasuce Lp (56), To Asnmca mpoBOIMT m3Mepe-
HUS HAJ, CBOEH momcnucreMoil B 6asmce COOCTBEHHBIX
BekTOpoB oaHOro w3 oneparopos LY {|07 )4, |T5)a}
wma L5z {[07)a, |11 )a}. Uepes orkpuiTsiil ayrenrmd-
HbI KaHaJ cBs3u Ajmca coobmmaer Body BLIGOD CBO-
ero bazmca. Bob mpoBoauT M3MepeHUss B TOM ke Oa-
3uce, 9ro u Amuca, coorBercTBeHHO s Rp — RE:
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{0R)5. TR 3)8) mmw RE: {[0zD5. [TR)5.13)5)-
Amasoruano B Gasucax Ly — Li: {|1)5,[05 )5, [11) 5}
wm Ly: {|1)5, [0; 5,1} )B}. B orcyrcrsue Esbr mve-
eT MeCTO MOJHAS KOPPEeJsIUsa MCXOJ0B U3MEDeHUH y
Anucer u Boba. ITockonbky EBa He MoxKer mocrosep-
HO pas3anJyaTrh COCTOSHWS M3 6asncos Lp n Rp, n3-3a
MEePEKPBITHS BO BpEMEHHOM OKHE 2, Hen36eKHO BO3HUK-
HYT ONIUOOYHBIE OTCYETHI B KOHTPOJBHBIX BPEMEHHBIX
oknax 1 mmm 3. Ilpm wmammanm EBBI mpocTpaHCTBO WC-
XOI0B u3Mepenuii y Boba J0/KHO OBITh JIOMOTHEHO CO-
OBITUSMEU BO BPEMEHHBIX OKHAX 1 U 3, COOTBETCTBEHHO,
Js 6a3ucoB La g n Ra p 'y Amacet n Boba.

7. CTOUKOCTDB ITPOTOKOJIA
KBAHTOBOTO ®A30BO-BPEMEHHOTO
PACHPEIEJIEHUS KJIIOYEN B
ACUMIITOTUYECKOM NPEJIEJIE
BECKOHEYHO AJIMHHBIX
IIEPEJABAEMBIX
IIOCJIEJOBATEJBHOCTEN

Crauama 115 JaabHeRTIero y1o6cTBa, Moy TuM Jn-
HY CEKPETHOTO KJI0Ya B ACUMIITOTHYECKOM TIPeIese
OGECKOHEYHO JITHHHBIX TEePeJABACMbBIX MOCTEI0BATE b
mocreit N — 00.

B srom mpemerne mocime CIydadHBIX MepecTaHOBOK
nosunmii Anucer 1 Boba, NpoBOAMMBIX COLIACOBAHHO
gepe3 OTKPBITHIA KAHAT CBA3W, MATPHUIA LJIOTHOCTH
myist N TOCKHIIOK, OTMHCHIBAIONIAST COBMECTHOE COCTOSI-
une Anmnca-Bo6-Esa (XY, E), npuobperaer cTpyKTy-
Py TEH30pHOro npousseaenus (M. moapobrocTu B [27])

OXNYyNEN — U%ZXYE, (59)

910 (HAKTUIECKH O3HAYAET HE3ABUCUMOCTD OTAETbHBIX
NOCBLTOK. I109TOMY BBIMMCIEHUE YCIOBHBIX KBAHTOBBIX
SHTPOTHI TOCTATOYHO MTPOBECTH TOIBKO JJIsT MATPHIIHI
NJIOTHOCTH 0xypg. KPOME TOro, B ACHMITOTHIECKOM
upegene (N — 00) criaKeHHble KBAHTOBbIE Min- u
Max-3HTPONAN MEPEXOAAT B KBAHTOBBIE SHTPOMHN (DOH
Heitvana (M. neramm B [27]), manpumep, ans HE (X |E)

nMmeem
H*(XN|EN) - NH(X|E), (60)
H(X|E) = H(oxr) — H(oR),
oxp =Try{oxye}, orp=Trxy{oxvEe},
riae H(GXE) = —TI‘{O’XEIOgGXE}, H(O’E) =

= —Tr{oglogog} — surponuun dou Heiimana.

CoOOTBETCTBEHHO, B ACUMIOTOTHYECKOM TIpeesie
yredka nHdopMmarnn leakpo Tpu KOPPEKIun OmmOOK
(42) crpemurcs K cieayromeil BeJuduHe:

leakpe — NH(X|Y),
H(X|Y) = H(oxy) — H(oy), (61)

oxy =Tre{oxve}, oy =Trxe{oxve}.

C yuerom ckazaHHOrO M cooTHorenus (30) manHa
CEKPETHOTO KJII0Ya B ACHMITOTHIECKOM TTpesiesie GecKo-
HEYHO IJUHHBIX IOCIeJ0BATEeTHHOCTER (Tquee, J1OJTA
CEeKPETHBIX OMTOB B mepecdere Ha HOCbIJIKy) pasHa

lsecr
Tsecr = < H(RA|E) - H(RA|RB)7 (62)

UHJIEKCHI «+», «X» onyckaem. @opmyna (62) yuanTsiBa-
eT KaK KOPPEKIHIO OIMUOOK, TAK U CZKATHE OYHIICHHOTO
KJTI09a, YHHBEPCATBLHBIME X3II-(DYHKIUTAMEA BTOPOTO 10~
psiaka [31].

N3mepennst TpoBOAATCA B OPTONOHATHLHOM Oasuce,
MO3TOMY, YYUTBIBAsg CUMMETPHIO IO OTHOIIEHUIO K Oa-
3ucaM R n L, HaXOauM, 9TO

H(Ri™|E) = H(LY|E) = H(X4|E),
rae X4 = {0,1}, coorBercraemnno,
H(RY*|Rg™) = H(LY|LE") = H(XalYa),

rue Yp = {0,1,7}. Ucxoxn 7 coorBercrByer orcyeram B
KOHTPOJIBHBIX BPEMEHHBIX OKHaxX 1 u 3.

JI7TsT BEIYUCTIEHUsT YCIOBHOM SHTPOITHH HEOOXOIIMO
BBIMUCIATD YCIOBHBIE BEPOATHOCTH Px |y (T|y), HApPH-
mep, mjs bazuca R nveem

x|y (zly) = Tre{a(z| @
@ B(YlYr)ABE ABE(YR|Y)B @ |T)a}, (63)

rae
)4 = {0k ), 1T Y a} = {0, 1},
905 = {108 V5. [T )5, 13)} = {0,1,7}.

C yuerom cummerpuu mexay 0 u 1, a Takyke cuM-
MeTpUU MezK1y Da3ucaMu mocae n3MEePeHnul UMeeT Mec-
TO

H(RA|E) = H(LA|E) = H(X4|E),

H(Ru|Rg) = H(L4|Lg) = H(X4|Vp).

Mcnonb3yst SHTPOTUIHBIE COOTHOIIEHUST HEOTTPEIETeH-
Hocreit (21)

1
H(XA|E) + H(X4|YB) ZQIOgE» (64)
JJ1 JJIAHBIL CereTHOPO KJII049a HaXOJUM

1
lsecr ~ 210g E - 2I{(*X—AD/B)' (65)
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. (1-5)(1-Q)

5

5

(1-0)(1-0Q)

Puc. 1.

0 RY™

? \ L:X

Y

a) CxemaTuyeckoe n3obpaxenne knaccuyieckoro kavana cssasm Anuca-Bob. 6) Vndbopmaunonnsie coctoanus s

basncax R n L

DaKTUYIECKU TO MECTO, TJIE BBITOIHSIOTCS COOTHOTIIE-
uus Heonpenenennocreit (12), (21). Mocmennue mo3B0-
JIFIOT He BbraucyATh Henocpeacrsento H (X 4|E), a Bbi-
pasuth ee vepes H(X 4|Yp) ana kmaccmueckoro pac-
npenenenus Bepositnocteil. B srom ciayaae H(X 4|Yp)
coBmagaer ¢ ycnoHo# surponueit [lemnmona. Jlanmas
BEJTMYMHA JIETKO BBIYUCISETCS, MOCKOMbKY €€ BBIYUC-
JICHUE COBNAJAET C BLIYUCICHUEM YCJIOBHOMH SHTPOMUN
[MTennona mis Kiaccudeckoro kanajaa cpsas3u (puc. 1)
¢ napamerpamu (Q u 6. Habmogaemble 3HAYEHUST STHX
napamMeTpoB B aCUMIITOTUYECKOM TPEIesie 6ECKOHETHO
JUTUHHBIX TTOCIEA0BATEILHOCTEH COBMAIAIOT CO CBOUMMU
TOYHBIMA 3HAYEHUSIMU.

TTocme m3mepennii Ha TPUEMHONE CTOPOHE CUTYAITHS
mMexxay Anmcoit m Bobom ommehIBAETCS CUMMETPUTHBIM
KIACCHYIECKUM KAHAJIOM CBA3W C JIBYMS COCTOSHUSIMA
Ha BXOoze u Tpemsa — Ha Bbixoge (puc. 1). C ydyerom
CUMMETPHN W YCIOBUI HOPMUPOBKH YCIOBHBIX BEPOST-
HOCTei mapamMeTpu3alysi OCYIeCTBISAETCA OJHO3HATHO.
Ee ymo6HO BBIOpPATH B CIEAYIONEM BHUIE:

px|y(00) = pxy(1]1) = (1 = 6)(1 — @),
pX\Y(OH) =pX|Y(1|0) =(1-9)Q, (66)
pX\Y(0|?) :pX|Y(1|?) =4.

TTomuepkHeM, 9TO B aCUMITOTHYECKOM TIpEsIese Be-
JIMYUHBL 0 U (), MTapaMeTpU3yIoIie PACTPeIeIeHne Be-
POSITHOCTEH W WMMEIONINe CMBICT BEPOATHOCTH OTCHUe-
TOB B KOHTPOJBHBIX BPEMEHHBIX OKHAX W BEPOATHO-
CTH OIUOKH, SABJISIIOTCS TOUHBIMU 3HAYCHUSIMHA, a He UX
OIEHKAMM, KAK 3TO UMEEeT MECTO PN KOHEIHDIX I THHAX
oCIeJ0BaTeTbHOCTEI].

TlosTomy cramms orneHKM mapamMeTpoB pacipeese-
Hust (OPMATHLHO OTCYTCTBYET, TaK KAK OHU W3BECTHBI
TouHO. PAKTUIECKH TO O3HATAET, UTO W3 OECKOHEd-
HO [IOC/IeJ0BATEILHOCTH BCErJa MOYKHO BBIIEIUTE TaK-

7Ke GECKOHEUHYIO TIOIOCTIeIOBATEILHOCTD, TI0 KOTOPOit
MOYKHO CIeJIaTh OIEHKY SMIUPWYECKUX 3HAUEHWH Ta-
pamerpos & u ), Kotopeie mpu N — 00 cTpeMarcs K
WCTUHHBIM 3HadenHnaM: 6 — 0 u Q — Q (meramm cm.
HITZKE).

Temepb 0CTATIOCH BBIYHCIATH KOHCTAHTY ¢ B BbIpa-
xenun (64). C ygerom (49), (50) nmeem

=+ X |5+ =+ X =+
c= |A<0LX|0RX>A| = |A<0LX|1RX>A| =
X =t 1
= |A<1Lx|1RX>A| = bR (67)

OKoHYATENIbHO I JJIUHBL CEKPETHOIO KJIK04a HAaXo-
JIAM

lsecr ~ 2 (1 - H(XA|YB)) =
=2(1—-(1-6)h(@Q) —h(5)). (68)

3aBUCUMOCTH JIJTUHBI CEKPETHOTO KJTI0YA OT BEJTUIUHBI
omubKM () MpU PA3HBIX 3HAYCHUSIX TMapaMeTpa § Mph-
BeJIeHBI Ha pUC. 2.

B nporokose KBAHTOBOTO pacHpeseneHus: KIrodei
¢ $hazoBO-BPEMEHHBIM KOAMPOBAHUEM JITHHA CEKPETHO-
ro KJIOYa 3aBUCHT OT JBYX mapaMerpor 6 n (). ®u-
3UYECKUI CMBICTT TAPAMETPOB SIBISETCS MPO3PATHBIM.
Bemuuna 1 — § paBua mose orcuyeros B nH(OpMAaIy-
OHHBIX BPEMEHHBIX OKHaX (HAMOMHUM, 9TO WHMOPMa-
[IMOHHBIE COCTOSTHUS SIBJISTFOTCST CYTI€PITO3UIINEH COCTOSI-
HU BO BpeMeHHBIX OKHaX 1 u 2 B 6a3uce R u B okHax 2
n 3 B 6asuce L). COOTBETCTBEHHO, § — JIONST OTCYETOB
B KOHTPOJILHBIX BPEMEHHBIX OKHAxX 3 B 6a3uce R u 1 B
6azuce L (puc. 1). B undopMalnuoHHbIX OKHAX J0JIst OT-
caeroB 1 — () gaBasgercs NPaBUILHON, & OCTAIBHAS JIOJIs
() — ommbOUHOIA.

Oba nmapamerpa 3aBHCAT OT JIEHCTBUI MOICITYIIIN-
Barens. Oanako Anuca u Bob nepen nepemadeil Kio-
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Puc.2. 3aBucrmocTn gnuHbl CEKPETHOrO Kito4a OT
napameTpos npoTtokona @,

ueif MOTYT JEeKJIApUPOBATH, UTO MPOTOKOI OyIeT mpe-
DPBaH, €C/IN BEJINYUHA, § TPEBBICUT KPUTHUECKOE 3HAUE-
e § > 0. ~ 0. B arom ciygae y EBbl He ocraercs
BO3MOYKHOCTEI, KpOME KAaK PEeryJnpoBaTh OMMOKY (),
KOTOpast B 9TOM ClIydae MoxkeT mocturarh Q. — 50 %.
910 cBA3aHO ¢ TeM, 9To EBa HEe MOXKeT Pa3IudIuTh J0-
CTOBEPHO cocTOsHMsA B Oazucax R u L, 9ro Hem3Oex-
HO OyIeT MPUBOAMUTH K OTCUETAM C BEPOSITHOCTHIO 0 B
TeX KOHTPOJbHBIX BPEMEHHBIX OKHAX, [JIe UX He JOK-
HO OBITH B CIydae COBHAJAIONMX 0a3MCOB y AMMCHL U
Boba.

Orverum BO u30EKAHUY HEOPA3YMEHWI, 9TO B pa-
6ore [13], rze HCMOMB30BAIOCH TPSIMOE JIOKA3ATETHCTBO
CEeKPETHOCTH, IJIA IJIUHBI KJIIOUa, OBLIO MOJYYEHO BhI-
paxenue lger & 1 — h(Q) — h(n), n = §/(1 — 0),
MOCKOJBKY HMCIOMb30BATACH MOCTCETEKIIUsST OTCIETOB B
KOHTPOJILHBIX BPEMEHHBIX OKHAX W BEJIMUNHA OMIMOKN
EePEeCYUTHIBATACH TOTBKO HA WH(OPMAIMOHHBIE Bpe-
MeHHBIe OKHa. [Ipy 3TOoM npegenbHas BETUTIHHA OITHO-
ku mipu & — 0 Takxe pasaa Q. — 50 %, KpuTHUeckoe
suadenue d. = 1/3, Bmecro d, = 1/2 B mawHoM mpo-
rokosie. Orpanudenue Ha Benuuudy 0 < 1/2 Bo3HuKA-
eT W3 yCJIOBWS YHUTAPHON peajn3yeMocTn artaku EBbI
(In @ UBE)|®r,.)AB = |¥R,1)ABE.

Ommbka () cBA3aHA TAKXKE C BUIHOCTHIO WHTEpdhE-
PEeHIMOHHOI KapTuHb! B nHTepdepomerpe Maxa—[lan-
mepa V, Q@ = (1 —V)/2 [12,13]. Cayuait V. — 0
OTBEYAET TOYTU MOTHOW MOTEpe BUIHOCTH HHTEPQhEe-
DEHIIMOHHON KAPTHUHBI 33 CUeT Pa3bAJaHCUPOBKYU WH-
repdepomerpa, npu drom  — 1/2. Dro o3nagaer,
YTO MPOTOKOJI TAPAHTUPYET CeKPETHOCTh Kitodeil (npu

0 &~ 0) BILIOTH 10 OIHO# norepu BugnocTu. Pasbasan-
cUpoBKa WHTEep(dEpOMeTpa, He MPUBOIUT K CABUTAM TIO
BpPEMEHN, COOTBETCTBEHHO K OTCYETAM B KOHTPOIHHBIX
BPEMEHHBIX OKHAX, KOTOPBIE PEryaupyrTCs IapaMer-
pom 4.

8. CTOMKOCTBH IMIPOTOKOJIA
KBAHTOBOTO ®A30BO-BPEMEHHOTO
PACHPEIEJIEHUS KJIIOUYEN IIPU
KOHEYHBIX JJINHAX IEPEJABAEMBIX
IIOCJIEJOBATEJBHOCTEN

ITocne mepegadm KBAHTOBBIX COCTOSTHWIF B COOTBET-
CTBUH C MPOTOKONIOM (CM. pasi. 6) u mpouemypoil co-
ITACOBAHUSA DA3MCOB MPOUCXOANT ONEHKA 3HAYEHMI ma-
pamerpoB npoTokoa (§ u () myreMm pacKpbITHs 4aCTU
MOC/IEIOBATETHHOCTH.

Andasur ma nepematomeit cropore X = {0,1}7,
ma, mpuemwoii croporme — Y = {0,1,?}V. 3xec N —
JIJTUHA, 3aPEeruCTPUPOBAHHBIX OTCYETOB TPU COBMAIAIO-
mux Oasucax Amucel m Boba. Mcxonam 7 orBewaror
OTCYETHI B KOHTPOJBHBIX BPEMEHHBIX OKHaX. Koppemns-
AT MEKIY CIy9aiiHbIMA MOCIEI0BATETHHOCTAMI AIn-
cot X u Boba Y ommcwiBaercs ¢pyukImeit pacmopemene-
st P(X,Y)s5.0. [Iycrs Q — ucTrHHEBIE 3HAYCHHS BEPO-
ATHOCTW OMMOKA W 0 — BEPOATHOCTH OTCYETOB B KOH-
TPONMBHBIX BPEMEHHBIX OKHAX JIJIsT PACTIPEIETEHs BEPO-
arHocTeil. [lenb mponeaypsl ONEHKH napaMeTpoB CBO-
JIATCSA K YCTAHOBJICHWIO OJIN30CTH SMITMPUIECKOTO Pac-
TTPEICTIEHUST BEPOATHOCTEH K NCTUHHOMY MO HAOIIOmae-
MBIM 3HAYEHUSM MapaMeTpOB.

IMycts mabmomaemast ZOJS OTCYETOB B KOHTPOIh-
HBIX OKHAX €CTh

- 1
= —|Y #0,1
5 N| 07 |7

OHA MOZKET OTIHYIATHLCS 3a CUeT (PIYKTyalui Mpu KO-
HEYHON JIJIMHE MOCIeJ0BATEILHOCTH OT CBOEr0 MCTUH-
HOTO 3HAYEeHWSA 0 TPHU OECKOHEYHON JJIMHE MOCIeI0BA-
TEeJIbHOCTH. COOTBGTCTBGHHO, Ha6JIIO,HaeMO€ YUCJI0 II0-
3UIUil, B KOTOPBIX ObLTN WHMOPMAIIMOHHBIE OTCIETHI ()
w1, papio Ng = N(1 — 0). Jaree, nabriogaevmas
J0JI4 OIHI/I60‘{HI)IX OTCYeTOB €CThb

— 1
=—| XY #£7.
Q= gl X o #1

JImst oTmleHKY HAOIIOIAEMOM IO OITHOOK @ B IIOJI-
HOI TIOC/TEIOBATETEHOCTH JTUHBL [N JIEPUTUMHBIE TTOJTb-
30BATEIN PACKPBIBAIOT YACTH MOCIEI0BATETHHOCTH, T
6pLt TOsTbKO orcuerwr 0, 1. Ilycrs packpeiBaercs mo-
ng vNg cay4ailHo BBIODAHHBIX IIO3UIUH, & OCTaBIIAACS
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jonst (1 —v)Ng cayRuT 1jist BHIpAGOTKN OYHIIEHHOTO
KJTI0YA.
TTonHoe HAbIIIOHAEMOE YUCIO ONMNOOK eCTh

@NQ = I/NQq + (1 — I/)NQley, (69)

rne vNg, ¢ — COOTBETCTBEHHO FHCIO PACKPBIBAEMDIX
no3uimit u gong omuboK B HUX, (1 — V)Ng Qrey —
YUCI0 HE PACKPBIBAEMBIX TO3UIIHIT, KOTOPHIE BXOIAT B
JATBHENTIIEM B KITIOY, (Qkey — JOIS OTMHOOTHBIX OTCYe-
TOB B 9TUX MO3UIUSIX.

Jlamee wmHameir TMeabl0 OyaeT yCTAHOBHUTHL  OJd-
30CTh SMIIUPUUECKOTO PACIPEIETIEHUsT BEPOSITHOCTEH
P(X, Y);5 g k ucrunnomy P(X,Y)5,q no nabmonaemolit
JI07Ie OTCYETOB B KOHTPOIBLHBIX BPEMEHHEIX OKHAX O U
Jo7e OMMOOK B pacKpbiBaeMoil dactu ¢. PakTUIecKn
Tpedyercst yCTAHOBUTD, YTO PACIPEIETICHUE MTPU 33,TaH-
wom N apagerca £(8,Q)-61U3KNM K WCTHHHOMY, T.e.

P(X,Y)55 € BEOQ(P(X,Y)s50),

SIPOX Y )50 = PX. V)5l <=(.Q). (70)

Crenaem JaHHYIO OIEHKY B JIBa Tama. YCTAHOBUM
cHAYANA OJM30CTH PACIPENETCHUN 0 TUCIY OTCUETOB
B KOHTDOJTbHBIX BDEMEHHBIX OKHAX, & 3ATEM — M0 TUCITY
OIMMOOK TIPW 33JAHHOM YHCIIe OTCIETOB B KOHTPOIHHBIX
OKHax.

CornmacHo HepaBeHCTBY /it OTKJIOHEHWI OT MaTe-
MaTH4YecKoro oxumanus (cM. [36]), Haxommum, 910 Bepo-
ATHOCTD TOTO, Y4TO HAGTIONAEMOE UMCIO OTCUeTOR (0) B
KOHTPOJIbHBIX BPEMEHHBIX OKHAX MPEBBINIACT MATEMAa-
TUYECKOe OyKHUJaHue (TOYHOe 3HAYCHUE §) HA BEJIUIUHY
&, He OOJIbINe CITEIYIOIIEr0 3HAUEHUST:

Pr[0 > 6 + &) < exp(—2N¢&%) =&2(5).  (71)

Beegem pacnpegenenue P(X vY)E,Qv KOTOPOE JaeT He
bomee & < & + £ OTCYETOB B KOHTPOJHHBIX BPEMEHHEIX

OKHaX 1 ABJsgeTcs £(0)-0Tu3KNM K HCTHHHOMY, T. €. Jie-
sxut B mape P(X, Y);o€ BEO(P(X,Y)s5.0).

Pacnpenenenne nmeer Bug,

CrenoBoe paccrosinue d; He MPEBOCXOIUT PACCTOSHUE,
BhIpazkaemoe uepe3 coorsercreue (18), mosromy ¢ yde-
tom (71) u Toro, 4To

Pr[6 >0+ ¢ +Prd<d+¢& =1, (73)

3 ZKOT®, Bem. 6 (12)

noygaemM

dl(P(X7Y)57Q7P(X7Y)57Q) <

< 1= FAP(X,Y)5,0, P(X,Y); o). (T4)

Yunrssas (71)—(74), vaxomum

F(P(XaY)inP(XvY)E,Q) =

- ¥ \/P(X,Y)(;,Qﬁ(X,Y)aQ:

Y=2,<0+¢

= /PP <d+e=\/1-26). (75)

Orcioga crenyer, aro pacupegenenns P(X,Y )50 n
P(X,Y); o apnsmores £(6)-6u3Kumu:

di(P(X,Y)s,0, P(X,Y)s50) =

1 _
=S IIP(X,Y)s.0 = P(X, V)50l <

< —¢(0) =¢&1. (76)

DO | =

Cremyrommnii mar cOCTONT B OLEHKE BEJTMIMHBI HC-
THHHOW BEpOSITHOCTH OIMMOKN MO HAbIII0IAeMOli B pac-
KPBITOil wacTu i pacupejenenns P(X, Y)g’Q.

CorsacHO HEpaBeHCTBY JJISi BEPOSITHOCTH YKIIOHEe-
HUsT HAOITIOIAeMOT0 3HAYEHUST OT UCTHHHOTO 3HAUEHUS
1o BbIOOpPKe Oe3 BosBpaienus (cM. gerann B [37]), mo-
Tydqaem

PrlQuy 2@+ ( <o (27279 ) . (1

C yderom Toro, 9ro

Q = VQobs + (1 - V)Qk:eyv (78)

HAXOIMM

= kgng kg
> < _9lQTQ Q2 _
Pr[ley = Q + C] S exp < 2 NQ kQ + ]_C

=2%(Q). (79)

IIpoTokosa He MpepbIBACTCS, €C/TH BETHINHA, OIMTHOKT
() HE IPEBOCXOAUT KPUTHYCCKOI BETHIMHBI 1T TPOTO-
xoya. Kpurndeckasi Belmanna, OMMMOKY, KAK BUIHO U3
aHaJIM3a CTORKOCTH B aCUMIITOTUYECKOM mpejese (CM.
pasa. 6), 3aBUCAT OT JOJM OTCYETOB B KOHTPOJIbHDBIX
BPEMEHHEIX OKHaX J. BeposTHOCTH MpOUTH TecT ecTh
Prltest = OK, §] = Pr[Qops < Q,6].

Beenem HOBOE pacmpeesienne BepOATHOCTEH
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P(X.Y);, _
— : v Qrey <Q+C,
P(X,V)55=1{ Pr@Qey <Q+(test=0K o] ™" (80)
ley > @ + C
(376)

Jannoe pacmpenenenve MPOM3BOINT He Oomee Qpey <
< Q + ¢ onmbOK IPU 3aTAHHOM 3HAUEHUHN 0.
Jlamee, BBOAS 0OO3HATEHHIE
(o) p—C)
Prltest = OK, 0]’

(81)

AHAJIOTMIHO MPOBEICHHOMY BbIle anamm3y (GhopMyibr
(72)-(75)) momy«aem, uto pacnpenenenns P(X,Y); 5
n P(X,Y); @ ABIAOTCA £(Q)-6mzKwINMI:

( (X )5767?()(7)/)3,@) =

_%Hﬁ(X V) —P(X, V)5l <@ =2 (82)

C yuerom (82) paccrosinue MezKy UCTHHHBIM DACIIPe-
JIeTIEHUEeM W SMITUPUYECKAM PABHO

dy (P(XvY)finﬁ(va)E,Q) <

< 1= FAP(X,Y)50. P(X,Y)55) =<(3.Q). (83)

OKOHYATETTBHO — HAXOIWM, 4TO  pacnpejeseHue

P(X ,Y); 5 oxasbiaercs (8, Q)-6IM3KIM K HCXOIHO-
My, rae £(0, Q) = £(8) +£(Q). JeiicTBuTenHO, HCIOb-
3ys1 HEDABEHCTBO TPEYTOILHUKA, MOIYYaeM

1 —
SIPX Y50 = P(X,Y)55lh <

<

<e(6,Q) =c1 +eo. (84)

Haiinem Tenepb Besuduny H0@ (P(X,Y)s50lY),
OTPEJIENSTIONIYI0 cOrTacHo (42) yreuky nrdopMamn B
OmTax P KOPPEKITUHU OIITHOOK.

OrmMeTnM, 9TO OLEHKA BEPOSATHOCTH OTCYETOB B KOH-
TPOJIBHBIX BPEMEHHEIX OKHAX MTPOBOAWUTCS TO BCEil mo-
crenoBarenbHOCTH AMuHBl N. Jlamee oreHka BeposiT-
HOCTH OIMHOKW MPOBOIUTCS IO CAyYafiHON mome u3
kg = v(1 — §)N moswmmii, KOTOpas PACKPHIBAETCS T
BrIOCIIeACTBIM OoTOpackiBaercs. [Tocre oTOpacsBanms K
ng = (1—v)(1—6)N nosumusm, /e He GBLTO OTCHETOB
B KOHTDOJIbHBIX BDEMEHHBIX OKHAX, CIy9ailHO Jo0aBIIs-
ercst (1 — v)§N nosunmit. Tlocse 3TOTO MOMHOE WHEIO
ocrapuuxcs nosunmii pasuo n = (1 — v)N. Takum 06-
pa30M, OTCYETHI B KOHTPOJIBHBIX BDEMEHHBIX OKHAX TAK-
7K€ CIMTAIOTCST OMUOKAMH (BEPOSITHOCTH ONTHOKH B 9THX
MOBUIINSAX W3BECTHA TOYHO W paBHa 1/2).

IMockonsky Himar (P(X,Y)s5,0) sABIAsieTCS TOYHOI

HUZKHEl TpaHbio (B HAIeM Ciaydae — MUHUMYMOM )
IO BCEM pACIpEeIesICHHAM B IIape P(X,Y)ga €

e BEO(P(X, Y)s,0), nmeem
H;ED(P(X,Y)5,0]Y) < Hmaz (P55(X,Y)|Y) <

n(1=0)Qrey

n!
sle| X CEna—wan)
) n!
8 e — o)t

”(1*3)(ley

[n(1-9)]!
X ; ETE TR (85)

Dakruaecku H,, g, (ﬁE,Q(X ,Y)IY) paBua snorapudmy
TTPOM3BEIEHNS TNCTIa CTTOCOOOB PACKIAATD (Qey = Q+
+ ¢ ommbok 1o n(1 — §) TOUIMAM, He COIEPIKAIIAM
OTCYETOB B KOHTPOJLHBIX BPEMEHHBIX OKHAX, HA YHC-
70 CTIOCOBOB PA3MECTHTH 110 OTCYETOB B KOHTPOIBHBIX
BPEMEHHEIX OKHAX MO 71 TTO3UIAIM.
Bocnonp3oBaBmucs, HEpaBeHCTBAMHA (CM., HATIPH-

mep, [38])

(n —x)!z! =2 ’
(86)

€T

Z(n—i)!i! s (n —x)lx! s?2 ’

k=0

OKOHYAaTeJIbHO HaXOJUM
Hrsn(ng) (P(Xv Y)t;,Q|Y) <
<n(HE++1-(6+OIHQ+Q). (87)

Takum obpaszom, ecnw HADIIOJAEMbIE 3HAYCHUS B
MOC/IEIOBATEILHOCTH JIJTAHBL 73 9UCIA OTCUETOB B KOH-
TPOBHBIX BPEMEHHEIX OKHAX N0 ¥ HADIIOJAEMOe HHC-
70 oumbok B ocrapmmxcsa n(l — §) MO3UIEAX DABHO
n(1 — §)Q, To 3T0 TapaHTHpYeT, UTO M0O0E PACTPEIe-
JTeHne, JAlolee TAKHe HAOTIOZAEMbIe 3HAUCHS 0 i (),
3aK/II04eH0 B miape paamyca £(6,Q) ¢ meHTpoM B mC-
THHHOM pacrpezesennu Bepositiocreii (eM. (70)—(84)).
Biu30ocTh K MCTHHHOMY DPACIPEIENeHuI0 TapaHTHPY-
€T, 9TO MAaX-3HTPOIH Hf,Sﬁ;CQ) (P(X,Y)s5,0lY), onpene-
NAOMAsT yTeUKy WHMOPMAIUU B OMTaX TPH KOPPEK-
U OMMUOOK, HE MPEBBINIACT P JAHHBIX 3HAUCHWX
N, 8, Q semmunny (84).
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9. JJINHA CEKPETHOTO KJIFOYA

BamaBas mapamMeTpbl KOPPEKTHOCTH €pc U CEKPeT-
HOCTH A TIPOTOKOMA, OTMPEJETUM JIJINHY CEKPETHOTO
KITIOYA.

Cobupasi Bce pe3yabraTbl BMECTe, C YIeTOM
(70)—(84) umeeM IJIUHY CEKPETHOTO KJIOYa, KOTOPYIO
MOYKHO TOJTyIUTh TIPH 33JaHHBIX TTapaMeTpax n,d, Q:

1 —
ler < (21057~ HED(PXV)sgl?)) -
c
—2lo L leak (88)
&5 Ee:

C yderom TOro, 9ro yredka WHMOPMAIUA TPU KOPPEK-
um omuboK (cm. (42), (87)) me Gosee

leakpo < H,ig?) (P(X,Y)s5,0|Y) + log —62 <
EC
— 2
<n (H(0+8)+[1-(6+&)]H(Q+C)) +log pemat (89)

PACCTOSIHUE CEKPETHOCTH JI0 UACAILHOM cuTyanuu (26)
He MPEBOCXOINT

A <ot VTGO (o)
[Mockombky € = (6, Q), € yIeTOM COOTHOTITeHMIT Heompe-
nesernoctu (21) umeem

rsnzn(X|EC) > Hrsnzn(X|E) — leakpc >

> 2n — HEOQ)(P(X,Y)5,0]Y) — leakpe:.

max

(91)

OKOHYATETBHO JIJTsT JTHHBL (PUHATBHOTO CEKPETHO-
o KJI104a HAXOJIUM

lsecr S 2n (1—H(5+f)—[1—(5+f)]H(§+C)) -

1 2
—2log — —log——. (92
89z ~log (92)
B sTom ciywae kmaioun
A < £(6,Q) +Z cexperen u £pc KoppekTen.  (93)

10. YU CJIEHHBIE OIIEHKU

IIpuBemem HeKOTOpPBIE UHCIEHHBIE pe3yabTarhl. Lle-
JIBIO SIBJISIETCS IOy 9eHUe OTPEeIeTIeHHON JITUHBI KJTI09a
IPU 33IaBAEMBIX JIETUTHMHBIMU TTOTH30BATEISIMY TTapa-
MeTpax — KOPPEKTHOCTU U CEKPETHOCTH MPOTOKOIA U
nepeaBaeMoii IJTHHe TOCTeI0BATETBHOCTH 1. 3a1aBas

JIAHHBIE TTapaMeTpbl U Bbipaxas u3 (71), (79) Bennun-
HBI YKIOHeHuH £ n ( 1715 HabITI0IaeMbIX TapaMeTpoB &
u () OT WX UCTUHHBLIX 3HAYEHUH § U (), HAXOIUM

Ha pwuc. 3 npuBemennr 3aBUCUMOCTH JIJTUHBI CEKPET-
HOTO KJTI0Ya, OT HAOMIOMAMOil OMMOKY () TIpM pasIud-
HBIX 3HAYEHHUSX JIOJM OTCYETOB B KOHTPOIBHBIX Bpe-
MEHHBIX OKHAX J. Lo pacKpbIBAEMOI MOCTIEI0BATETb-
HOCTH JIJIs BCEX PUCYHKOB v = 1/2.

IMycts amuba mepesaBaeMoil MOCTIEI0BATEIHHOCTH
n ¢uxcupoBana. Torma, UeM MeHBINE MapaMeTPhI Ce-
KPETHOCTH, TeM OOJbIe Pa3sdpOC OMEHOK TSl BETUTH-
HBI YKJIOHEHUS TTAPAMETPOB OT UX UCTUHHBIX 3HAUEHUIA.
Kak Buano u3 (94), Hanpumep, OLEHKA yKJIOHEHWs JJIsi
mapaMerpa 0 IPOIOPIUOHAILHA, JJorapudpMy oT odbpar-
HO BEJIMYMHBI MAPAMETPA, CEKPETHOCTH &. PaKTUIECKHN
9TO O3HAYAET, YTO YeM MEHBIE BEeJIUYUHBI MapaMer-
POB CEKPETHOCTH, TeM (osiee KOHCEPBATUBHOI (3aBb-
TIIEHHON ) SBJISIETCS OIEHKA BEJTMUWHBI ONTHOKYM U JOJN
OTCYETOB B KOHTPOJILHBIX BPEMEHHBIX OKHAX. Bombine
3HAYCHUST STUX [TAPAMETPOB O3HAYAIOT 3ABBIMICHUE WH-
dopmamyy EBBI, KOTOPYIO OHA MOIYYaEeT MPU BTOPIKE-
HUU B KBAHTOBBIM KaHaJ CBsi3u. OTCIOHA aBTOMATHYe-
CKH CJIEIyeT, 9TO JJTMHA, CeKPETHOTO KITI0Ya 0Dpalaer-
Cs1 B HyJIb TIPU MEHBIIHNX, 10 CPABHEHUIO CO 3HAYCHU MU
B aCHUMIITOTHYIECKOM TIpeesie OECKOHEUHBIX MOCTeI0BA~
TEbHOCTEH, 3HAYCHUAX BEPOATHOCTH ONIUOKU U JOJIH
OTCYETOB B KOHTPOJIbHBIX OKHAX. DTA TEHJICHIUS SBHO
BUIHA W3 CPABHEHWS HA, PUC. 3 BEPXHETO W HUKHETO
pPAnoB (IPU OJUHAKOBLIX 3HAYCHUSAX 7).

AnamorngHasi TEHJICHIUA UMEET MECTO MPU PA3TIY-
HbIX N U (PUKCUPOBAHHBIX TTAPAMETPAX CEKPETHOCTH.
ITpu sTom, Kax BumHO u3 (94), OLEHKA BEJTUYUH YKJIO-
HeHW HAOIIOTAEMBIX OMMUOKNA W JIOIN OTCYETOB B KOH-
TPOJIBHBIX OKHAX 0OPATHO MPOMOPIHOHATIBLHA KOPHIO U3
n, T.€. TTPU MEHBIIUX 1 TOYHOCTH OIEHKHU MapaMeTPOB
xyzKe. [To3TOMy Mpu MaJIbIX 7 TPOUCKOIUT 3ABBIMIEHNE
VKJIOHEHNH HAOTIOZAEMBIX MapaMeTPOB OIMNOKNA U J0-
JIH OTCYETOB B KOHTPOIHHBIX OKHAX 10 CPABHEHUIO C UX
UCTUHHBIMUA 3HAYEHUSIMU, YTO JAET MEHBIYIO JOMYCTH-
MYTO JJIMHY CEKPETHOrO KJI04Ya, KOTOPBIA MOKHO TOTY-
YUTH U3 JAHHON MOCIeIOBATETHHOCTH MPU HABIIOTAe-
moit ommbke. ITpn massrx gmmaax n = 10°-10% kputn-
JecKast OIuOKa, 10 KOTOPOH BO3ZMOXKHO PACIPEIeTeHIe
CEeKPEeTHBIX KJTI0Yell, 3aMeTHO OTJIUYAeTCS OT OIMTUOKU B
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Puc. 3. 3aBucumocTun HOpMUPOBAHHON HA AJIMHY NOCNEA0BATENBHOCTY AJ/IMHbLI CEKPETHOMO KJK0Ha Npu pas3fnyHoOl fone oT-
CYETOB B KOHTPO/bHbIX BPEMEHHLIX OKHaxX. [InuHbl n nepesaBaembix NoCIeA0BaTENbHOCTEN yKa3aHbl Ha puc., 0 = 0.001 (1),
0.01 (2), 0.05 (3). Ons puc. a,6,6 napameTpbl cekpetHoctnt £(8) = £(Q) = ¢ = 1072, egc = 1072°, ans puc. 2,0,e —

c(0)=e(Q)=c=10"", epc =1071°

acuMnToruaeckoM npeseine (pasz. 6, puc. 2). Ipu ayu-
HaX IepeiaBaeMbIX Hociegosarenbaocrei n = 10° pu-
Ha CEeKPETHOTO KJI0Ya MPAKTUYIECKN COBMAIAET C JJTH-
HOIl B ACMMOTOTUYECKOM Ipezese u ci1ado (iaorapudmu-
YECKH) 3aBHCUT OT MMAPAMETPOB CEKPETHOCTHU MTPOTOKO-
na. HamomMuuM, 9T0 3aBUCHMOCTE OT 1 crenenHas (94).

DToT (hbaKT UHTYUTUBHO OOJIEE-MEHEee eCTECTBEH, MO-
CKOJIbKY TIPH OOJBINNX 1, & B Mpeee n — 00, OIeH-
KN BeJIMYUHDbI 114 yKJIOHeHI/Iﬁ mapamMeTpoB OT HX HC-
TUHHBIX 3HAYEHUN CTPEMATCA K HYJIIO, TO3TOMY KPUTH-
JecCKad OH_H/I6K3, U KpuTu4decCkKasa J0JId OTCYETOB B KOH-
TPOJbHBIX OKHaX IPaKTUYECKH COBIIaJalOT CO CBOUMH
3HAYCHUAMU B aCHUMIITOTHYIECKOM IIpeaesie.

Ha puc. 4 npuBemenbr 3aBUCUMOCTH JIJIUHBI CEKPET-
HOTO KJII04a OT JJINHBI IepelaBaeMoil MocaeoBaTe b
HOCTH 1, TIPW PA3HBIX 3HAUEHUSIX BEPOSTHOCTHU OIIMOKU
U JIOJIM OTCYETOB B KOHTPOJIbHBIX BDEMEHHBIX OKHaX.

[TapameTpbl CEKPETHOCTH [1JIsi PUCYHKOB B BEpXHEM
PsJly MMEIOT MEeHbIHe 3HAYCHWsT 0 CPABHEHWIO C CO-
OTBETCTBYIOIINMU 3HAYEHUSMU MAPAMETPOB B HUKHEM
psmy. OBIUM CBOMCTBOM SIBJISIETCST TO, 9TO NPU (DUK-
CHUPOBAHHBIX OCTAJIBHBIX TAPAMETPAX MPOTOKOIA CYIIe-

CTByeT KOHEYHAsl KPUTHIECKAs JIJIMHA [MOCTEI0BATE b
HOCTH, HAYUHAS C KOTOPOH MOYKHO BOOOIIE MOYYIUTH
CeKPEeTHRIH KITI0Y HeHyJIeBOW AMnHbl. JlanHas curyamms
PAIUKAIBHO OTJIMIAETCHA OT CIydasi ACHMITOTHIECKOTO
upejiena, rie 3aBUCUMOCTb OT JJIUHBL (OCKOJIbKY OHA
6eckoneuna) 3¢pdexrusno orcyrersyer. Kaxk BugHo u3
puc. 4, gem GONIBITE BEJININHA OINTUOKYU W JIOJIST OTCUE-
TOB B KOHTPOJIbHBIX OKHAX (Ipu (PUKCHUPOBAHHBIX ITAPa-
MeTpax CeKPETHOCTH MW KOPPEKTHOCTH), TeM OOJIbIast
TpebyeTcst ATMHA, TTOCIeI0BATETLHOCTH, HAMHHAS C KO-
TOPOI MOKHO MOJYYUTH CEKPETHBIA K04 HEHYJIeBOU
JIJTWHBL.

Jlasee, 13 CpaBHEHUSI BEPXHErO W HUKHETO DSIIOB
puc. 4 BHUIHO, UTO YMEHBIIIEHUE MMAPAMETPOB CEKPET-
Hocru (npu (PUKCUPOBAHHON BEPOSATHOCTU OUIMOKYU U
JIOJIM OTCYETOB B KOHTPOJIBHBIX OKHAX) Tpedyer yBe-
JIMYEHUsT IJINHBI TTOCJIEI0BATETLHOCTHU IS N3BJICUEHUS
CEeKPeTHOrO KII0Ya HeHy/1eBo# miuHbl. Jlamubiit ¢gpakr
TaKyKe HHTYUTUBHO MOHSITEH, YMEHBIIIEHHE TapaMeTPOB
CEeKPETHOCTH W KOPPEKTHOCTU HEM30EKHO BEIIET K yBe-
JIMYEHUIO JJIMHBL [OCJaea0BaTe bHOCTU (cM. (hOpMYyJIbl
(92), (94)), 94T0OBI NONYUUTH OLEHKY 3aJAHHOTO YKJIO-
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Puc. 4. 3aBncumocTu OTHOLIEHNS AIVHBI CEKPETHOO KIH04a A1l KOHEYHOU MOCIef0BaTENbHOCTM 1 ASINHbI KJH04a B aCUM-
NTOTUHECKOM npegene oT sorapudma AvHbl NOCIEA0BATENBHOCTY NMPU Pa3NHHbIX 3HaYeHusAX napameTpos. [ns puc. a,0,6

napametpsl cekpetHocTu £(8) = £(Q) = ¢ = 107%°, egc = 107%°, pna puc. 2,0,e — e(8) = £(Q) = ¢ = 107,
epc = 107'°. Mapawmetp § = 0.001 (a,6,2,d), 0.05 (s,e)

HeHUsI OT UCTUHHBIX 3HadeHuii. [IOCKOMbKY yMeHbIIe-
HWE MapaMeTPOB CEKPETHOCTH BemeT (morapudumde-
CKH) K yBeJm4enuo ykjoHenus (94), rpebyercss coor-
BETCTBYIOIMM 00PA30OM YBEITUYUTh JITHHY 1, YTOOBI CO-
XpaHUTh (PUKCUPOBAHHOE 3HAYEHUE YKJIOHEHHUS.

11. SBAKJIFOYEHUE

B zaxsrouennue ceraem OIEeHKNA BPEMEHU TeHePAINN
cekperHoro kioda. VI3 puc. 4a,2 BUIHO, ITO 115 TOTY-
9eHMUS CeKPETHOTO K09 HeHYIEBOM M THHBI IIPU OO0Th-
moit BeposTHOCTH otOKM () = 40 %, Tpebyercsa anauHa
nocienosarensaoctu ne Menee 108 6ur, a nia momyde-
Hust JTHBL K0ua2) 256 6UT HeoOXOAMMA ITHHA TTOCTe-
JOBATEILHOCTIA TUTAOUT.

TlockombKy THOHYHOE 3HAYEHHE CPEIHEro YHCIa
dbororos B oCIAGIEHHOM J1a3ePHOM HUMITY/IbCe (KOre-
PEHTHOM COCTOSIHUK), KOTODOE UMEET MEeCTO B CHCTe-
Max KBaHTOBOU kpunrorpadwun, i ~ 0.1, kBanToBas
s dexkrurocTh InGaAs-1aBUHHBIX (POTOIETEKTOPOB

2) Takas miumHa KJII0Ya, HaAIIPUMep, UCIOIb3yeTcsa B POCCHi-
ckoMm asiropurMme mudposanusa [OCT 28147-89 P.

napp =~ 0.1. anee, yuurbiBas mOTEePU UePe3 BOJIO-
KOHHBIH ONTUYECKUii TPAKT (MO 1Ba CBETOAEIUTEs HA
TIPUEMHO 1 TTepeIaloneii CTopoHe B MHTepdepoMeTpax
Maxa — Hanzgepa) nyiver & (1/2)*, nomydaem, aro nomn-
Hast SPPEKTUBHOCTD Nefr = UNAPDNfiber ~ 1072 (12~
JKe 6e3 yuera morepb B caMoii juaun). st monydenus
peanbabrx 107 orcaeros TpeGyeres 10 /n, ¢y & 10'? mo-
chLIOK. Tunudanbe pabodne 4acTOThI TTOBTOPEHUS MM-
nyascoB coctapiasor f & 100 x['m, XOTst M3BECTHBI
yCHemniHbe dKcrmepuMenTsl Ha vacrorax f ~ 1 I'Tr
[39,40]. IIpu takoii yacrore u BEPOATHOCTU OIIUO-
ku 40% nmms remepanum Kmoda TpeOyeTrcs BpeMs
10°/nesr f = 103 ¢ ~ 30 Mun. IIpn MEHBIINX TAKTOBBIX
9acTOTAX BPEMs TeHePAlNK KJII0Ya [IPU TAKOM ITPOIEH-
Te OMMUOOK OKA3BIBACTCS HEIMPUEMIEMO OOJIBIIINM.

IMpu ommbke @ =~ 10% png redepaiuu Kioda
Tpebyercas 10* peaabHEIX OTCUETOB, YUTO Ha, MIECTDH
MOPSIIKOB MEHbIe, YeM B HpeabiaymmeM ciaydae. [To-
9TOMY sl TeHePAIUH KJI09a HEOOXOIUMO BPEMs IM0-
PAOKA HECKOIbKUX MUHYT TPU YACTOTE TEeHepaIuu
f = 100 x['u. IIpu ugacrore f ~ 1 I'Tuy HOBBIA Kito4
MOKHO TEHEPUPOBATH HECKOIBKO Pa3 B CEKYHILY.
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